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emitting radars, and displays concerned with the overall mission
effectiveness as a result of both surveillance guality and ship
identity information conveyed.

This work focused primarily on the development of a new
kind of aid user interface, on methods for aid developers to
acquire information needed to develop such an interface, and on
adding a new aid capability recently identified as especially
important,

The new user interfece clarifies the structure cof the aid,
communicates its capabilities and limitations tc users, suggests
how this aid could interface with other shipboaré systems, and
increases the range of scenarios to which the aié is applicable,.
The interface specifies the aid data reguirements and helps the
user calculate the aid-required parameters from more fundamental
tactical cr engineering data.. The interface provides automatic
sensitivity tests which compute the sensitivity of the decision
itself to data or scenario assumptions and help identify the most
important uncertainties influencing the choice of an emissions
control alternative.

DSA obtained the operatiocnal information needed for design
of the interface by conducting in-depth interviews with Naval ?
officers involved with emissions control planning. To structure
these interviews, DSA worked with SRI International to develop an
interviewing methodology using influence diagrams (a method
adapted from management consulting). The resulting interview
methods described in this report provided a highly efficient and
effective method for obtaining the information needed to design
an operational user interface., In addition, the interviewing
methods assured that the resulting interface design would be
structured in a way natural to the Naval officers.

An important new technical capability developed for the aid
allows the user to explore the way that adversary deductions
about ship identity can vary depending on the degree to which he
anticipates deceptive tactics. The expectation of deceptive
tactics can be reflected in the aid by adjusting the assumed a
priori probability that a high valued unit will have many
emitters turned on. Although it is difficult for a planner to
estimate the extent to which an adversary actually anticipates a
deceptive emissions posture, the availability of different
deductive approaches should allow the user to develop a more
realistic understanding of the possible variability of adversary
deductions. 1In addition, an ability to examine consequences of
alternative adversary deductive methods also opens the
possibility of a game-theory~like min/max solution which could be
used to hedge against the possibility that the adversary may
anticipate a deceptive emissions control posture,.

SECURITY CLASSIFICATION OF THIS PAGE(When Dets Entered)




PN

ot

ACKNOWLEDGMENT

DSA would like to thank the following Naval officers who
consented to be interviewed for this project and Mr., Pobert

Lawson of the Office of Naval Research who arranged mcst of the
interviews:

Vice Admiral David Richardson (Ret.)

Commander Steve Schrobo
Lt. Commander Dan Sigler
Lt. Commander John Burger
Commander Jchn Vanderslice

Commander James Julian

|
!
i




CONTENTS

SECTION e e e e e e 2 e 2 o e e e PAGE
EXECUTIVE SUMMARY 9
l.0 INTRODUCTION 13
1.1 Status of Aid Prior to Current
Effort 14
1.2 Summary of Work Completed During
the Current Contract Period 18
2.0 NEW INTERFACE FOR EMISSIONS CONTROL
DECISION AID 23
2,1 Review of Assumptions Implicit
in Emissions Control aid 24
2.2 Description of Interface Influence
Diagrams 28
2.3 Interface Command Structure 53
2.4 Using the Interface 65
2.5 Aid Interface with Other Navy
Systems 70
3.0 EMISSIONS CONTROL FOR INFORMATION WARFARE 73
3.1 Automatic Calculation of Plan "INFO" 73

3.2 The Effect of Adversary Assumptions
about Probable U.S. Tactics on
Inferences of the Identity of

Task Group Ships 74
4.0 SUMMARY: DEVELOPMENT OF AN EMISSIONS
CONTROL DECISION AID 89
4.1 Selection of Decision Aiding Subject 89
4.2 Design of Decision Aid Displays 90
4.3 New User Interface 91
4.4 The Future of the Emissions Control
Decision Aid 91
APPENDIX
A EMISSIONS CONTROL INTERVIEWS AND THE
CONSTRUCTION OF AN INFLUENCE DIAGRAM FOR
INFORMATION WARFARE A-1




NQ.,
2-1

2-8

2-9

2-10

2-11

2-12

2-13

3-1

FIGURES

Main Level Interface Diagram for Emissions
Control Decision Aid

Task Force Disposition
Search Radar Order of Battle and Activity

Orange Inference: Ship lDetection,
Localization, and Classification

Value Assigned by Orange to Each Target
Platform

Orange Strike Specification

Emission Control Performance Measure--
the Task Force Value Surviving the
Adversary Air Strike

Cumulative Detection Probability Against
a Dragon Cruise Missile Directed Radially
Toward the High Value Unit

Blue Threat Interception Capability
Against the Rattler and Dragon Missiles

Interface Diagram Detailing Most Important
Factor Affecting "Orange Inferences: Ship
Detection, Localization and Identification"

Factors Required to Specify Orange Missile
Strike

Interface Diagram for Blue Detection
and Track Capability

Interface Diagram for Blue Threat
Interception Capability

Orange Observations of Blue Task Group
Radar Emissions

29
31
32

33
35

36

37

38

40

43

48

50

52

78




NO,
A-1

A-2
A-3
A-4

A-8a
A-8b
A-8c¢

A-8d

‘n__' W S P

FIGURES (Cont'cd)

- ——— ———— ——— ——— -

Illustration of Development of an
Influence Diagram During Interview

Preliminary Influence Diagram
Refined Influence Diagram

"EMCON Plan" Affects "Number of Eits”
Directly, and also Indirectly Through a
Number of Missiles Penetrating Defense

Influence Diagram Indicating that
Emissions Control Affects Number of

Hits in Two Different Ways--By Providing
Homing Frequencies and by Affecting Task
Group Early Warning Time of Missile Attack

Influence Diagram Summarizing Results
from First Set of Interviews

Use of Influence Diagrams in Final
Interview

Overview of Revised Influence Diagram for
Emissions Control in Information Warfare

Detail of Orange Information from
Revised Influence Diagram

Detail of Blue Information from Revised
Influence Diagram

Detail of Outcome for Information State
for a Particular Mission Objective: Task
Group Defense Against Surprise Attack

A-10

A-19

A-23

A-29

A-30

A-31

A-32




TABLES

—— —— T ——— —— A A . o ——— —— —— ————————— - A ——————

Orange Signal Detection, Localization,
and Classification Capabilities

Orange Signal Petection, Localization,
and Classification Capabilities by Orange
Tactical ESM

Adversary Sensor Types and Locations
Sensor Engineering Specification
Display for Specifying Sensor Capabilities

Specifying the Aggregate Orange
Capabilities to Detect, Localize
and Classify Blue Platforms

Sensitivity Display for Adversary's
A Priori Probability that Carrier is
Near the Task Group Center

Radar Order of Battle for Illustrative
Battle Group

Assignments of Ships to Locations
Consistent with Radar Order of Battle
in Table 3-1 and Observations in Fig. 3-1

Assignments of Ships to Places Consistent
with Radar Order of Battle, Observations,
and a U.S. Tactic to Hide the Kitty Hawk

Information Warfare OQutcome Table

DSA-Suggested Interview Questions with
Illustrative DSA~Supplied Answers

Emissions Control Objectives in
Information Warfare

Summary of Information Acquired During the
First Set of Interviews

&7
55
59
59

61

63

75

79




EXECUTIVE SUMMARY

The Emissions Control Decision Aic¢ (EWAR) which is 1
discussed in this report demonstrates how a decision aié can help '
a battle group commander evaluate the quality of proposed
emissions control postures. The aid contains disglays that

convey the quality of eir surveillance prcvided by a set of
emitting task group radars, displays that convey the useful
targeting information prcvided to an adversary by this set of
emitting racdars, and displays concerned with the overall mission
effectiveness as a result of both surveillance quality and ship
identity information conveyed,

EWAR has several important characteristics that were most
frequently mentioned by Naval officers impressed with its long-
term potential, First, the aid addresses an important tactical
problem not presently addressed by other automated aids. Second,
the aid has a unique ability to quantify the useful information
conveyed to an adversary by the pattern of task group emissions.
Third, the aid can express plan quality in terms of a meaningful

measure of effectiveness.

The emissions control decision aid is one c¢f a number of
demonstration decision aids that were developed under ONR's
Operational Decision Aids programs. The purpose of the CDA
program was to demonstrate how existing methodologies in decision
theory, display technology, operations research, and computer
technology could be applied to provide new forms of decision aids
for the operational Navy. The development of decision aids
within the ODA program was stretched out over several years to
provide time for the analysis and evaluation of lessons learned

' at each stage of the development process,




This document, which is the final report on the EWAER
decision aid under the CODA program, 1s concerned primarily with
the final development stages of the EWAR zid. Like the ODA
program itself, the work documented here was concerned both with
increasing the suitability of a demonstration aid for eventual

| operaticnal use, and aisc with develoring procedures generally
applicable to other types of decision aids.

This work focused primarily on the develcpment of a new
kind of aid user interface, on methods for aid developers to
acquire irnformation needed to develop such an interface, and on
adding a new aid capability recently identified as especially

important.

The new user interface clarifies the structure of the aig,

communicates its capabilities and limitations to users, suggests
how this aid could interface with other shipboard systems, and
increases the range of scenarios to which the aid is applicable.
The interface specifies the aid data requirements and helps the
user calculate the aid-required parameters from more fundamental
tactical or engineering data. The interface provides automatic
sensitivity tests which compute the sensitivity of the decision
itself to data or scenario assumptions and help identify the most
important uncertainties influencing the choice of an emissions
control alternative.

DSA obtained the operational information neeced for design
of the interface by conducting in-depth interviews with Naval
officers involved with emissions control planning. To structure
these interviews, DSA worked with SRI International to develop an
interviewing methodology using influence diagrams (a method
adapted from management consulting). The resulting interview
methods described in this report provided a highly efficient andg
effective method for obtaining the information needed to design
an operational user interface, 1In addition, the interviewing




methods assured that the resultinc interface cdesign would be

structured in a way natural to the Naval cfficers.

An important new techrical capability develcped for “he aid
allcws the user to explore the way that adversary deductions
about ship identity can vary depending on the degree to which he
anticipates deceptive tactics. The expectaticn of deceptive
tactics can be reflected in the aid by adjusting the assumed a
priori probability that a high valued unit will have many
emitters turned on. Although it is difficult for a planner to
estimate the extent to which an adversary actually anticipates a
deceptive emissions posture, the availability of different
deductive approaches should allow the user to develor a more
realistic understanding of the possible variability of adversary
deductions., In addition, an ability to examine consequences cf
alternative adversary deductive methods alsc opens the
possibility of a game-theory-like min/max solution which couléd be
used to hedge against the possibility that the adversary may

anticipate a deceptive emissions control posture.
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1.0 INTRQDUCTICN
Since 1976 Decision~Science Applicaticns, Inc., (DSA) has
been developing a demonstraticn Emissicns Control Decision &id as

part of the Office of Naval Research Operaticnal Decision Aicding
program. Throughout this period DSA focused cn advancing
decision aiding technology in general, on demonstrating the value
of decision aiding in the tactical command environment, andé on
cevelorping a specific illustrative aid suitatble for fleet
adoption. DSA believes that considerable progress has been mace
toward each of these objectives, DSA's illustrative Emissions
Control Decision Aid (EWAR) not only performed very well during
formal psychological testing, but it has generated substantizl
interest within the operational Navy. During the past year DSA
has continued to increase the suitability of the aid for a more
realistic operational evaluation and, in addition, has developed
ar aid design methodology potentially useful to other decision
aid developers. This final report details the status of the
Emissions Control Decision Aid at the time that the Operational
Decision Aiding program ended, emphasizincg in particular work
performed subsequent to the last interim report. This report
does not, however, repeat information available in earlier

publications.1

G. E. Pugh et al., Developmept_apd._Evaluation_of an_Fmissions
control Decision_did, Decision-Science Applications, Inc.,
Report No. 246, July 1980.

1

D. F. Noble et al., Manual for Test_Subjects Usipg. the
Electropic Warfare (EWAR) _Decision_Adid, Decision-Science
Applications, Inc., Report No. 126, March 1979,

G. E. Pugh et al., An_Emissions_Control. Decision_aid,
Decision-Science Applications, Inc., Report No. 66, July 1978.

G. E. Pugh et al., An_Electronic Warfare Decision_diding_Systew
for Fleet Bdir _Defense (An R & D Status Report), General Research
Corporation, February 1977.

o TT™
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The Emissions Control Decision Aié demonstrates hecw &
decision aid can help a battle group commander evaluate the
quality of proposed emissions contreol postures. The aid contains
displays that convey the guality of air surveillance prcvided by
a set of emitting task group racars, displays that convey the

useful targeting information provided to an adversary by this set
of emitting radars, and displays concerned with the overall
mission effectiveness as a result of both surveillance quality
and ship identity information given away. The most ccmplete
description of the aid displays and their use tc eveluate
emissions control plans is available in the aicd user's manual.l

1.1 STATUS OF AID PRIOR TO CURRENT EFFORT

The development of a decision aid from its initial
conceptualization to its final installation for operational use
may pass through several distinct stages. The first stage is the
identification of tactical operations which could benefit from an
automated aid, and the identification of the kind of information
that an aid should provide to best support these operations.
Once the function of the aid is understood, the next stage is
development of appropriate mathematical tools to prcvide the
desired information and the design of effective disgplays. 1In the
following stage, the preliminary aid so designed is screenedé in a
formal aid evaluation for operational feasibility, preferably by
a disinterested evaluator. If the aid shows promise in this
preliminary screening, then it may be modified as suggested by
the evaluation and evaluated again in a less structured but more
operaticnal-like setting like a laboratory wargame. If in this
setting the aid seems to confer significant operational
advantages, then a prototype might be developed for evaluation in
a war exercise.

D. F. Noble et al., Manual_for Test_Subjects Usipg.tbe
Electropic Warfare (EWAR)_Decision_did, Decision-Science
Applications, Inc., Report No. 126, March 1979.

1
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By mid-197% DSA had prepared a version of the Emissions
Control Decision Aid suitable for formal evealuation, During this
evaluaticn most of the Naval officer test participants thcught
that the aid performed an important planring function well,

These subjective opinions were consistent with the statistical
evaluation of participant performance, which indicated that the
aid significantly improved the gquality of selecteé emissions
control plans.

Three aspects of the aid were most frequently mentioned by
Naval officers impressed with its long-term potential. First,
the aid addresses an important tactical problem not presently
addressed by other automated aids. Second, the aid has a unique
ability to quantify the useful information conveyed to an
adversary by the pattern of task group emissions. Third, the aid
can express plan quality in terms of a meaningful measure of
effectiveness.

The aid's subject, emissions ceontrol, is important both in
itself and because it is part of the larger information warfare
problem. In information warfare, each of the combatants attempts
to achieve an information advantage over its adversary by
learning as much as possible about adversary combat resources and
intentions while simultaneously denying to an opponent such
information about itself. Since such information can be critical
to the success of a military mission, the quality of information
warfare tactics is very important. Despite the importance of
information warfare, inherent technical difficulties have impeded
the development of effective information warfare decision aids.
Because the Emissions Control Decision Aid suggests solutions to
many of these difficulties, it could significantly improve
information warfare decisions.

Perhaps the most useful information needed by a commander
exploring information warfare alternatives is the adversary's

15




current estimate c¢f the task group. Knowirng what the enemy kncws
permits one to design effective cover and deception tactics and
to avoid unnecessary cperational constraints cdesigned to deny
information currently pcssessed by the adversary. The decisicn
aid's ability to estimate the inferences that cculd be drawn from
the pattern of task group emissions permits the staff to estimate
what the adversary could already have learned. Therefore, the
"information given away" module in the aid is a key to improving
information warfare tactics.

Without an aid it may be very difficult to assess the
contribution of an information warfare procedure to overall
mission success. Rather, it may be practical only to calculate
much more narrow consequences of a procedure. For instance,
without an aid it may be determined that turning on a racdar will
permit detection of particular types of air threats at particular
ranges, and that the radar emission can be detected, localized,
and classified by certain kinds of adversary surveillance
devices., Although useful, such narrow effectiveness measures
fall short of what a planner wculd really like to know. A more
meaningful effectiveness measure, for instance, would be the
extent to which the radar emission permits an adversary to target
the high value unit, and (given adversary and friendly defense
capabilities) the implications of such targeting ability to high
value unit survivability. The ability of the aid to express the
conseqguences of emissions control postures in terms of mission
effectiveness links tactical decisions to task group mission
goals,

Because these capabilities were potentially very useful to
the NAVELEX sponsored Counter Surveillance Assessment Program
(CSAP), last year DSA was asked to adapt them to the needs of
this program. In particular, DSA was assigned to provide that
program with needed decision aid support, to help it express
outcomes using meaningful measures of effectiveness, and to help

16




it estimate the useful information conveyed by a task group's
emissions,

Despite such past successes and promise, the aid at the
start of the current year's work had several limitations, It
could evaluate only a relatively narrow class of scenarios. It
also contained many assumptions implicit irn the model's parameter
values and equation structures which if not understood by a
planner could lead tc aid misuse., Finally, no effort had yet
been made to insure that the aid would integrate smocthly with
other shipboard systems and with the ship staff organization.

At the time of the formal aid evaluation, these limitaticns
did not seriously detract from the aid's ability to demonstrate
important decision aiding capabilities, The aid's design
strengths--its subject, its ability to model adversary
intelligence inferences, and its linkage of emissions control
posture to mission success--were obvious even in the limited
formal test environment. The limitations of the demonstration
system were not stressed in the controlled test environment., DSA
selected scenarios appropriate to the aid for the test. Further,
DSA selected parameter values appropriate for the chosen
scenarios, Since the evaluation considered the aid only in a
stand-alone mode, its ability to interface with other shipbcard
systems was not evaluated.

Despite their irrelevance to the formal test environment,
such limitations could seriously undermine the aid's operational
usefulness. Therefore, DSA proposed for the current effort a
research and development program designed to remedy these

difficulties. This program was designed both to increase the
suitability of the aid for fleet use, and also to develop new aid
design techniques that could be of general interest to the
decision aiding community.




1.2 SUMMARY OF VWORK COMPLETED DURING THE CURRENT CONTPRACT
PERIOD

At the start of the current contract pericd the aid needed
to be improved in three important respects, First, a planner
needed to be protectec from aid misuse due to subtle assumptions
implicit in the model. Second, the classes cf scenariocs that the
aid could address needed to be broadened. Finally, the
capability to interface the aid with other shipbcard systems
needed to be enhanced.

It seemed likely that each of these cbjectives could be
addressed through the development of an advanced user interface
which could communicate aid assumptions to the user in
operational terms. Such an interface would permit the user to
better understand aid functions and to provide the aid with input
parameter values and scenario assumptions appropriate for
specific planning needs. If the aid were unable to accommodate
the assumptions required for any specific scenaric, the interface
could so advise the user, If the use of the aid in a particular
scenario seemed to be marginally appropriate, such an interface
could help the user decide whether he could profitably use the
aid. By clarifying the aid capabilities and data input
requirements, the interface would also clarify which other
shipboard systems could provide inputs to the aid, and which
could accept the aid outputs.

The development of such an interface reguires that the aid
be compatible with all of the major scenario types likely to be
considered by an emissions control planner, including scenarios
unrelated to those appropriate to the aid., It seems probable
that the technical developers of any aid are likely to be unaware
of many important aid-related scenarios because of their lack of
familiarity with Navy operational procedures., To minimize the
chance that the aid interface would be seriously incomplete cr
organized in a manner that would seem awkward to Navy planners,
emissions control scenarios and procedures were cdiscussed in

18
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depth with Naval officers involved with emissicns control, These
interviews focused both on the possible uses of emissions control
and on the different factors that should bte included when
evaluating alternative emissions contrecl postures.

DSA felt that a considerable amount of interviewing might
be required to obtain this information and that officers with the
necessary background would be extremely busy and difficult to
reach, Therefore, it was important that all interviews be as
efficient as possible., The needed information must be obtzined
on the first try; the format of the informztion elicited from
different interviewed officers must facilitate combining and
comparing results from different interviews, and after the
interviews the Naval officers should feel that their time had
been well spent. DSA felt that a decision structuring aid being
developed by the Decision Analysis Group at SRI International
might provide a mechanism that could be used to obtain the needed
interviewing efficiency, and therefore arranged for their
assistance on a subcontract basis for the interviewing portion of
this project.

In cooperation with SRI, a specific interviewing
methodology was developed which exploited influence diagrams to
organize and structure communication within the interviews. The
interview procedures employed proved effective and potentially
useful for improving communication between aid developers and
users during aid development, Because the technical developers
of decision aids are typically mathematicians, physicists, and
computer scientists who may not be personally familiar with all
aspects of the decision problem, there is a high probability that
certain issues that are important to the ultimate user will
be overlooked during initial design consultations. Such
omissions can result in aids that do not work to the user's
satisfaction. Since this communication difficulty between aid
designer and aid user is often encountered during the development
of decision aids, the systematic interviewing approach which was

-.
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developed and used during this work should be helpful to other
decision aié developers. Appendix 3 of this report discusses the
interview procedures and summarizes the informatiocn acguired
during these interviews. It describes the preliminary planning
required to structure the interview, the interviewing process
employed, and the structuring of the interview results to provide
a coherent view of information warfare.

After completing the interviews, DSA began to design the
user interface., Like the interviewing phase, which furthered
both the specific emissions control aid as well as decision
aiding technology in general, the interface design which is
reported here is intended to improve the aid while contributing
to general decision aiding technologies. The interface developed
includes features designed to clarify the aid structure, to help
with parameter estimation, and to facilitate aid sensitivity
analysis, Section 2.0 describes the application of the interview
results to the interface design and describes the new interface
in detail.

During the interviews, DSA became aware that the aid's
modeling of adversary ship identity inference processes was far
too narrow. Therefore, DSA altered the aid software to permit
examination of alternative adversary inferences, including
inference methods which take into account the possibility of
purposely deceptive emissions control postures. Section 3.0
describes these more sophisticated information warfare tactics.

The material described in each of the following sections
and the appendix describes potentially important research
products. The appendix, which outlines the use of influence
diagrams to structure the interview, provides a method that can
significantly improve communication between aid developers and
intended aid users. Although influence diagrams have been
previously used to structure management consulting discussions,
their application to decision aid development may ke new. Their

20
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use for interface design is particularly appropriate because the
interview materiel (which emerges from the interview organized in
a way natural to users) can be easily adapted in this way to an
interface structure which is also organized in a way that is
natural to users.

The resulting EWAR interface is distinguished by a new set
of interface diagrams, aids for setting input parameters, and
automated sensitivity tests., The interface diagrams illustrate
the aid structure and clarify the relationships ketween requiredé
aid inputs and other shipboard systems. In addition, it shows
the relationships between input data, scenario assumptions, and
output displays. The interface specifies the aid data
requirements and helps the aid user calculate aid-required
parameters from more fundamental tactical or engineering data.
The sensitivity tests compute the sensitivity of the degision
itself to data or scenario assumptions and help identify the most
important uncertainties influencing the choice of an emissions
control alternative.

Calculating adversary inferences about U.S. ship
disposition has in the past required explicit assumptions about
the adversary's a priori probabilities for alternative U.S.
information warfare tactics. The ability to compute alternative
adversary inferences for different a priori assumptions, and the
evaluation of game theory inferences from a set of such
assumptions, may provide a way tc reduce the need for a U.S.
emissions control planner to make assumptions about an
adversary's beliefs of U.S. tactics.

The concurrent DSA participation in the NAVELEX Counter
Surveillance Assessment Program was very helpful to DSA in the
efforts described in this report. That work increased our

understanding of Navy doctrine and requirements in the broader
information warfare context, Most important, perhaps, the
technology DSA developed for CSAP can be easily used in the




emissions control aid, greatly increasing its gererality. The
combiraticn of work sponsored by the Cperaticnal Decision Aiding
program and the Counter Surveillance Assessment Program has moved
the aid far beyond the demonstration version available at the
start of the current effort to a point where it could become a
tool that wculd significantly improve planning for emissions 3
control and for information warfare. o




2.0 NEW_INTERFACE_FCR_EMISSIONS_CONTECL_DECISICON_AID
Emissions control plans are implemented tc support
specified task group mission objectives. These plans, as one

component of task group operations, must reflect command
objectives, must satisfy numerous operational constraints, andg
must accurately reflect the existing tactical enviromnment. An
emissions control aid, therefore, should enable the planner tc
evaluate how well alternative plans contribute to mission
cbjectives and how they impact other operations. Furthermcre,
its calculations should reflect thcse environmental and
operaticnal factors most critical for each desired aid
application.

The new aid interface helps the aid user to realize the
full benefits potentially available from the aid. The interface
gives him a better understanding of the structure of the aid, its
assumptions, and its limitations.

More specifically, the interface anticipates general
questions that may be common to users unfamiliar with the aid.
There are interface options which help answer the following

guestions:

1. How do I (the user) know that the aid considers all
factors that I think are important?

2. Although I am assured that the aic¢ considers these
factors, how do I know that they are modeled
appropriately for my needs?

3. I am not sure what value to assign to a planning
factor. Should I go to much trouble to find the
appropriate value?

4. What value does the aid currently assign to planning

factors?




5. I do not understand the diagrams in this interface.

What do these diagrams mean?

6. I believe accurate values for planning factors are
required, How can I estimate these values?

This section will describe the aid interface in detail. It
will illustrate and explain all interface influence diagrams,
will descrite the irput command structure, and will indicate how
the interface can answer each of these questions. It will give
examples of specific interface functions. Finally, it will
discuss how the interface relates aid functions to other Navy
systems.

2.1 REVIEW OF ASSUMPTIONS IMPLICIT IN EMISSIONS CONTRCL AID

A principal design goal of the interface is to efficiently
communicate the functional limitations imposed by the aid's
internal structure, its mathematical representation of physical
processes, and its parameter settings. This section reviews the
most important limitations of the aid at the start of the current
effort,

The emissions control decision aid contains four
computational modules: a radar module concerned with threat
detection; an air defense module for calculating the quality of
task group air defense given a surprise attack; a strike tactics
module for calculating adversary air strikes; and a ship
identification module for calculating the information given away
by a pattern of radar emissions. Each of these modules contains
equations and algorithms that imply specific operational
procedures and capabilities. The following subsections sketch
these equations and outline the implied assumptions.

Few of these assumptions are fundamental to the aid. Most
occur because they seemed most appropriate to the more narrow
scenarios analyzed by the demonstration version of the aid.
Using the new techniques developed for CSAP and replacing some
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DSA-develored modules with similar ones developed for other Navy
proé&ams would considerably shorten these lists of inherent zid
assumpticns.

2.1.1 assumpticns_in_Radar ¥edule

The radar equations used by the zid are detailed in the
report of July 1978, DSA Report No. €6, An_Ewissions_Contrel
Recision_Aid. These equations calculate the radar detection
rates and cumulative detection probabilities provided by tactical
sea-tased and air-based radars under various weather and
electronic jamming conditions. Some of the assumptions implied
by these equations are:

1. There are no detections ¢f adversary missiles by
passive task group mohitoring systems., All
detections are by task group active radars.
(Adversary is in an EMCON condition).

2. The altitude of the threat affects only the range at
which it can first be detected. Within this range
the altitude does not affect detectability.

3. The threat altitude is constant along its attack
trajectory. All threats are launched from platforms
beycnd the range of tactical surveillance radars.

4, Sea search radars do not contribute to task group air
threat -detection capability.

5. Special capabilities of three-dimensional radars are
not considered.

6. Radars do not interfere with each other.

2.1.2 The air_Defense_Module

The aid has a highly aggregated area and point defense
model. The area defense assumes a fixed latency time between
first detection and earliest engagement opportunity. Thereafter
it assumes a uniform probability of kill per unit time until the
threat reaches a launch radius and zero probability of kill by
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the area deferse after the threat reaches tre launch distarce., &
Foint defense can destrcy weapons that reach the launch distance.

Some cf the assumptions implicit in the air defense model are:

1. The air defense intercepticn probtability is
independent of attack size. There are no saturation
effects.

2. Communications between ships and early warning

aircraft are perfect. :

3. Time for aircraft to intercept threat is independent
of threat bearing.

4, Detection of first threat doces nct change detecticn

probabilities for others.
5. All detected threats are tracked perfectly.

6. Bearing of weapon with respect to ship orientaticn
does not impact damage probability.

7. Weapon terminal homing is independent of ship EMCON
state.
8. Probability of kill and probability of hit jointly

determine expected damage per hit. Each hit kills a
constant fraction of surviving ship value.

2.1.3 Assumptions_in_Strike_Tactics Mcdule

The adversary missile attack is defined by the numbers and
types of missiles directed against the ship, by their altitude,
velocity, and bearing and by the allocation of specific weapons
to different ships. The aid user may specify each of these
factors explicitly, or he may choose instead to specify one of ]
four general allocation rules, letting the aid compute the

details, The strike allocations are described in DSA Report

No. 66, An_Emissions.Coptrol _Decision_Aid. Some of the
assumptions are:




1, All threats are directec radially towaré the ship
from a platform beyond the range of task groufp
tactical surveillance sensors.

2. Threat penetration capability depends on velocity,
altitude, and radar cross section., Increased
capabilities from electronic countermeasures must be
input through these parameters.

3. In cases where an adversary must infer ship identity,
the adversary infers target identity using Bayesian
leogic.

4, Adversary weapon allocaticn ics based on target

identity inferences.

2.1.4 assumptiopns_lmplicit_in_Ship_Identificaticn_Module

The algorithm used by the aid to calculate information
conveyed by a pattern c¢f task group radar emissions is an
approximation to Bayesian inference. In its normal operation,
the Bayesian calculation assumes that all ship formations
consistent with the observed pattern of radar emissions are
equally prcbable. Ship assignments that conflict with the
observed radar order of battle are much less probable. The aid
contains an "other prior information" input which would permit an
experienced user to change the allocation rules to reflect other
operational factors. In practice, this input is too abstract to
be of practical value,

The assumptions in this module were extremely restrictive,
and could not bte easily relaxed by minor changes to the inference
algorithm. However, since a new algorithm developed for CSAP
does not require any of these assumptions and can be easily
substituted for the current algorithm, it is practical to improve
the aid significantly by replacing the Bayesian algorithm with
the new one. These assumptions were:
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1. The adversary kncws the compecsition of the task
Group.
2. The adversary has localized all platforms, but must

infer the identity of the platform at each locaticn
from the pattern of task group emissions.

3. The adversary knows the radar order of battle
informaticn for the task group.

4, The adversary will detect and localize all task croup
2ir and sea search racdar emissions,

5. The adversary classifies each detecteé radar emission'
by type of radar, but is unable to classify emission

by ship of origin.

6. The adversary will not use information conveyed by
electromagnetic radiation other than air and sea
search radars, nor by nonelectromagnetic signals such
as acoustic or infrared radiations,

2.2 DESCRIPTION OF INTERFACE INFLUENCE DIAGRAMS

The interface consists of a hierarchical set of diagrams, a
set of commands for exercising interface options, and displays
showing the results of these interface commands. The
hierarchical diagrams show the relationships between emissions
control planning factors, emissions control alternatives, and
mission objectives. The commands permit the aid user to ask the
kinds of questions listed above. The interface output displays
provide the answers to these gquestions.

2.2.1 Main_Level_Interface_Diagrams
Figure 2-1, the main level interface diagram, shows the

overall architecture of the aid. This interface diagram focuses
on one particular mission, emissions control for task group
defense, Although this is the only information warfare scenario
for which the aid presently links emission control posture to an
overall mission effectiveness, it is not the only scenaric for
which the aid would be useful. The information provided by the
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aid cotcerning COrange ship identification capabilities and Elue
surveillance effectiveness could help with emissions contrecl
planning i- many different circumstances.

Each of the elements in the main interface level
corresponds to an aid output display which is either the same or
generalized from a display described in the user's manual
prepared for the formal aic evaluaticns. Fach of these elements
may be expanded to a more detailed influence diagram that
includes planning factors identified in the interviews as being
important to emissions control in information warfare.

The box on the far left, labeled "Blue Force Posture
Decisions,"” concerns decision alternatives such as task group
disposition, emissions control posture, and selected cover and
deception tactics like the use of blip enhancers or deceptive van
that mimic radars. Output displays, Figs. 2-2 and 2-3,
associated with this box include maps showing the locaticns of
friendly ships, and summary displays of emissions control

posture,

The upper arrow from this box points to "Orange Ship
Detection, Localization, and Identification,” one of two main
influences of emissions control on task group mission
effectiveness. "Crange Ship Detection, Localization, and
Identification” summarizes the information given away by task
group emissions. -Its output is an estimate of the adversary's
ability to detect, localize, and identify friendly platforms as a
consequence of the pattern of task group emissions and other
information thought by the aid user to be available to the
adversary. Figure 2-4 is the output display which is generalized
from that produced by the current aid for this function to
include a probability estimate of platform detection and degree
of platform localization, This display assumes that the
adversary has well localized radar returns from each task group
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ship and knows the composition of the task group but does not
know the ship identity corresponding to each radar return,

The arrow from the "Orange ship detection" circle points to
the circle "targeting priorities,"” represented by the aid display

of Fig. 2-5., This display summarizes the value assigned by an
adversary targeter to each ship in the task group. These vzlues
depend on how well the targeter can identify the tarcets, and
also on how impcrtant he believes each ship is to the Blue
mission,

The adversary strike tactic against the task group depends
on how well the adversary can identify targets, on the assets
available for attack, on estimates of the attack effectiveness,
and on overall adversary mission objectives. The display
corresponding to "Orange Strike Specification," Fig. 2-6, is a
description of the Crange attack plan. It includes a list of
missile types and number to be directed against each target, and
the missile launch position relative to each target,

The circle to the right of the main level interface
diagram, performance measure, is the mission measure of
effectiveness., For the demonstration aid, the measure of
effectiveness is task force damage. Figure 2-7 shows the
expected damage to the task group given the adversary strike
specification as calculated along the upper path in Fig. 2-1 and
the quality of the Blue task group defense as calculated along
the lower path. By showing how these two paths influence the
mission outcome, this diagram conveys how the aid trades coff
surveillance quality with information given away to compute
overall EMCON plan quality with respect to this mission.

Turning now to the lower path, the diagram indicates that
the second majcr consequence of an emissions control plan is its

effect on the quality of Blue surveillance, Fiqure 2-8 is a map
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summarizing the detection capabilities c¢f thre task group tactical
search radars agazinst the "Dragon" missile, an illustrative
cruise missile with a normal flight altitude of 200 meters, a
racdar cross section of .1 square meters, anc¢ a velocity of 675
knots. The contours in this map indicate the distances at which
the task group has a .3, .5, and .9 cumulative cdetection
probability against a Dragon missile directecd racdially toward the
high value unit. By combining the contributions from each of the
tactical radars to give an cverall coverage from the entire set
of task group radars acting together, this chart is an overall
display potentially more meaningful to an emissions control
posture evaluation than are the capabilities of each radar
individually. ULike the "Orange Ship Detection, Localization, and
Identification™ circle above, these calculations may be applied
to many different kinds of information warfare scenarios, and not
just to the task force defense scenario.

Blue detection and track capabilities affect the overall
performance measure by its influence on Blue threat interception
capability. Figure 2-9 shows the interception capabilities of
the task group area defense against two kinds of missiles, the
subsonic low-altitude "Dragon" cruise missile, and a high-

altitude supersonic "Rattler™ missile.

In addition to calculating the consequences of an emissions
control posture, the decision aid can provide the user with
static information about the numbers and capabilities of friendly
and adversary systems. This information is retrieved from the
aid data base. Such static information is referenced by the two
oblong shapes labeled "Crange (or Blue) Assets and Base

Information Level."

2.2.2 Higher Level Ipnfluence_Diagrams
Many different factors influence the output in all main
level displays of Figs. 2-1 through 2-9. These factors are not

shown in the main level diagram, but may be examined in the
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hicher level interfece diagrams. Ir the irterfzce there rmay te
several levels of diagrams, each shcwinc the increasing detail of

continually more specialized factors., The number of differernt
diagrams required to cisplay these levels depends on a trade-off

A

between a user preference for simple displays and a prefererce to
have as much information as possible all irn one place., For this
discussion, all factors influencing each of the main level
factors will be shown on a single chart.

The many factors displeyed in these detailed interface
diagrams may be qualitatively quite different from each other and
from their corresponding main level display. For example, in
Table 2-1, the main level display "Orange signal detection,
localization, and classification capabilities" summarizes an
overall capability. The influencing factors, on the other hand,
may include the names of surveillance sensors cr descriptions of
suspected information warfare tactics. The aid combines these
gualitatively different factors in many different ways to
calculate an overall capability. For example, a particular
specification of one factor may direct the aid to use one
particular computational algorithm rather than another, while the
specifications in another factor may provide particular values
for equation parameters,

2.2.2.1 CGEactors Influencing Qrange_Ship_Ipferences
Perhaps the most important and mcst complex of the detailed

influence diagrams is the expansion for "Orange Ship Detection, :
Localization, and Identification" shown in Fig. 2-10. This chart
indicates three important factors that affect what COrange may
infer about the Blue task group disposition given a particular
Blue emissions control posture, First, there is "Current Orange
Situation Perception,” the information about task group
disposition obtained earlier in the infcrmation warfare. Second,
there is Orange beliefs about U.S. doctrine, developed primarily
from historical information and national intelligence., Third,
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there is the Crance surveillance capability--fcw well Crange
would be able to detect, localize and classify Blue emissions,

Each of these factors may have major effects on the
conseqguences of a Blue emissions control posture. For example,
if Crange already knows the location and identity of every Elue
clatform, then emissions control postures desicned to conceal the
presence of task group ships or to deceive Crange about the
identity of Blue platfecrmes are unlikely to be effective. Cn the
other hand, an unrestricted emissions posture is, in this case,
unlikely to convey any information not already known by Crange.

The factor, "beliefs about U,.S. doctrine" influences the
interpretation Orange assigns to a pattern cf Blue task group
emissions. The diagram portrays three factors useful for
categorizing "beliefs about U.S. doctrine." The factor "hiding"
refers to a U.S. tactic to hide the high value unit either by
selecting an emissions posture in which the high value unit
emissions are inconspicuous, or in addition by having a posture
in which lower value ships attempt to look like the high value
unit. If Orange were certain that the U.S. were employing a
"hiding"™ information warfare tactic, then he would infer that any
platform emitting "carrier like" emissions is not the carrier.
Thus, a Blue attempt to decoy Orange from the high value unit
would fail.

Normally, Orange could not know Blue's information warfare
tactic. 1Instead, he would assume that Blue would use different
tactics on different occasions, and therefore Crange would assume
that inferences which presupposed any one of these tactics would
be unreliable. If Orange wished to adopt a conservative
inference procedure, he would use an inference method that
approximated a game solution to emissiorns control in information
warfare, Such an inference algorithm would assume that the U.,S.

will use different information warfare tactics at different times
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and woulé procuce ship identity inferences well-hedged against
deceptive U,S., tactics. "Gaming" is the factor that reflects
Crange's beliefs that the U.S. is employing deceptive "game like"
mixed strategies. In the aid the gaming solution is approximatec
by an algorithm that assigns an egqual probability of being the
high value unit to every platferm that could be the high value

unit on the basis of the emissions profile and other evidence,
For example, if out of seven platforms four had emissions
consistent with the carrier, then each of these four is assignecd
a .25 probability of being the carrier.

A third kind of belief about Blue doctrine is "carrier in
the center.” If Orange believed that U.S. doctrine required that
the high value unit not be on the task group periphery, then
Orange would conclude that platforms near the center are much
more likely to be the high value unit than platforms near the
edge of the formation,

The demonstration aid tested in the formal evaluaticn used
an Orange inference in which every task group ship disposition
compatible with the emissions profile was assumed equally
probable. This algorithm permitted highly successful deceptive
emissions control plans in which Orange inferences abtout ship
identity were completely wrong. As a result, these plans led to
Orange strikes in which the high value unit was not targeted.
Had these tests assumed a more conservative Crange algorithm,
either by using a "gaming" algorithm or by evaluating platform
identities using alternative inference algorithms that assume
different U.S. hiding doctrines, these deceptive plans would have
been less successful, and the COrange strike configurations would
have been more credible. Because the aid outcome was so
sensitive to the inference algorithm, DSA added alternative
inference algorithms to the aid. These are discussed in Sec. 2.

The third major factor influencing the effect of Blue

emissions posture on Orange inferences about Blue platforms is
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the ability of COrange to cetect, localize, and classify these
emissions., Like the other two seconé level influences, this
effect can dominate the information conveyed by task grougp
emissions under certain conditions. For example, if Orange
canrot detect any Blue emissions, then no emissions posture will
convey any information about the Blue task group. If, on the

other hand, Crange not only can detect every Blue emission but
can also fingerprint; i.e.,, do a hull-to-emitter correlaticon,
then every radiation source permits Crange to detect, localize,
and identify the source's platform,

The Crange capability to detect, localize, and classify
Blue emissions depends on the capabilities and coordination of
their surveillance sensors. Three sensor classes cbntribute to
the overall Orange signal detection, localization, and
classification capability: 1long-range sensors, tactical radars,
and tactical passive sensors. Long-range sensors are not
normally under the control of the tactical commander. The
tactical surveillance systems are electronic surveillance
measures (ESM) and radars within a few hundred miles of the task
group. The capabilities of these systems may be specified in
terms of fundamental engineering parameters such as
signal-to-noise sensitivity, or they may be specified in such
operational terms as their ability to resolve differently sized
objects., The diagram is organized according tc the kind of
information that the aid user would need to provide the aid in
order for it to calculate the detection, localization, and
classification capabilities of the aggregate systems., For
surveillance sensors currently specified in the aid data base,
this information would be the name of the sensors and their
positions relative to the task group. For sensor types not in
the aid data base, the needed information would be the
fundamental engineering specification of the sensors and their
positions.
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2.2.2.2 Eactors_Ipfluencing Tarceticg Pricrities
The circle "Targeting Friorities" in Figs., 2-1 and 2-11
represents the importance assigned by Orange tc each detected

platform. These priorities depend only on the perceived ship
identity for each platform, and on "Assicned Ship Values," the
mission dependent value assigned by Crange to each ship.

2.2.2.3 Qracge_Strike Specificaticn

Figure 2-11 details the factors required tc specify the 3
Crange missile strike. The strike specificatiocn depends both or
available Crange weaponry and also on the rules for assigning
weapons to the target platforms for the attack. Each missile
type is characterized by its altitude, velocity, accuracy, yield,
radar cross section, and permissible launch zones.

These types and numbers of available missiles constrain the
Orange strike, A strike may use only those missiles that are
available, must launch these from permitted launch zones, and
must employ them at their design velocity and altitude. The
actual strike, however, depends on how the selected assignment
algorithm allocates these missiles. The demonstraticn aid, for
example, included two different automated assignment algorithms.
One algorithm assigned missiles to each platform in direct
proportion to the perceived value of that platform. The second
algorithm assigned missiles so as to maximize the total expected
task group value destroyed, taking into account the quality of
defense about each platform and the diminishing return from each
missile assigned to the platform. Both algorithms selected the
best attack bearing consistent with the permissible launch zones.

The user interface diagram for Crange strike specification
is far more scenario specific than the interface diagram for
Crange ship identity inferences. The aid calculations of
adversary ship identity inferences are applicable to many
information warfare problems and not only those concerned with

task group defense against a surprise missile attack., 1In

{
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cortrast the Crange strike specificatior is much less broacly
applicable., It assumes the defenrse scenaric, and includes cnly

: those kinds of air defense strike factors that may be consicdered
f by the aid.

—— ey ORI

2.2,2.4 Blue Detection_and Track DPiagram
Figure 2-12 details the factors which affect the quality of

the Blue tactical surveillance. Each of the three mair factors
in this diagram--racdar coverage, detection by pascsive ESM, andé
system interactions--are tactical systems. Long~range systems
can improve Blue detection and tracking by providing early
warning. Their effects act indirectly through the alert status
of the tactical systems, and are represented in this diagram by

the factor "manning."

Detection and track capabilities of each task group
tactical radar depend both on inherent radar capabilities, and on
the threat characteristics. 1In this diagram, the factor "Threat
IC" identifies the threat type. For threats in the aid data base
specification of the threat name suffices to specify to the aid
all threat characteristics needed for calculating threat
detectability. 1In EWAR these parameters are threat size,
altitude, velocity, and attack direction. Similarly, the factor
"radar ID" identifies radar type. The aid data base includes,
for each radar type, all factors which influence the inherent
capabilities of a radar to detect and track missiles. Specific
factors included in the EWAR model are radar antenna height,
needed to calculate the radar horizon; radar power, which
determines the strength of a reflected signal from a "standard"
target under standard conditions; radar manning levels, which
determine how carefully the radar scopes are monitored; and radar
frequency, which is critical when some frequencies are jammed ot
when many nearby radars are active simultaneously.

Passive sensors often give the earliest warning of a
surprise attack., Whenever the attacker is electronically active,
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tactical electronic surveillance measures (ESM) are likely to

cetect the attacker kefore the attacker can detect the task
group, and usually before task group radars can detect the
threat. The items "Threat ID" and "ESM ID" identify the threat

and ESM equipment,.

Roth radar and ESM capabilities depend on the environment.
In this diagram the two environmental factors are "weather" and
"electronic.,” Weather includes sea state, rain rate, and
atmospheric ducting. Electronic includes diverse electronic
countermeasures from the attackers.

The two factors "ESM cdetection andé track" and "radar
detection and track" summarize performance capabilities for each
separate surveillance system. The aid computes an aggregate
surveillance capability by combining the contributions from these
separate systems., Because these systems sometimes support and
interfere with each other, the aggregate capability can be a
complex function of the individual capabilities, For example,
two radars searching the same areas will support cne another if
their frequencies are sufficiently different, If their
frequencies are nearly the same, however, nearby racdars may
interfere with each other but sufficiently separated radars may
support one another, The interactions between ESM and active
radar search are similarly complex. Blue racdar activity may
preclude ESM search at similar frequencies., With sufficient
space or frequency separation, simultaneous use of both radar and
ESM may be possible.

2.2.2.5 Blue Threat Ipterception Capability

This interface diagram, Fig., 2-13, like the Orange strike
configuration diagram, contains only elements for the air defense
scenario considered by the aid. Besides Blue detection and track
capabilities, the area defense quality, the point defense
quality, and the size and type of the threat influence the

overall Blue defense capabilities. Two types of area defense are
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! ' specified: a coordinated area missile defense such as AEGIS, and
the cembat air gatrcl (CAP).

P

2.3 INTERFACE CCMMAND STRUCTURE
; The hierarchical interface diacgrams previously discussec
display the aid structure to the user ard permit him to
efficiently assess variables of current interest, The interface
commands permit the user to operate on factors identified in the
interface diagram. Except for the command to enter the
interface, each of the interface commands assumes that an
interface diagram is being displayed. The response tc each
command will depend jointly on the specific command ané on the

designated interface factor design.

The commané INTERFACE displays the main level diagram,
Fig. 2-1, and activates the aid interface. Once in the interface
the user may enter commands related to a desired factor by
positioning a pointer within the circle for that factor and
typing one of the six commands that trigger a desired interface

function.

2.3.1 EXPLAIN_Command
The EXPLAIN command produces on the display informatiocn

describing the factor designated by the pointer. This command
concerns only static information of the sort that would appear in
the aid user's manual. Dynamic information dependent on the
current state of the aid is elicited by the other interface
commands. In general, the information displayed briefly defines
the variable and refers the user to the appropriate page in the
user's manual for a more complete discussion,

For example, if the user wished additional informetion
about permitted launch zones he would position the pointer in the
circle labeled "Permitted Launch Zones" in the COrange Strike
Specification diagram and type EXPLAIN, On the display would
appear the message:

Launch zones permitted by the aid must be beyond the task

group radar horizon. The user may select the missile
attack bearing or a range of permissible attack bearings.
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These may be different for each missile type agezinst each
target.

Typing a carriage return replaces the message with the
interface diagram last displayed.

If the user wished for ar explanation of the mair level
factor "Crange Inferences--ship detection, localization, and
identification,” he would type the command "EXPLAIN" with the
pointer positioned within the ccrresponcing circle in the mein
level diagram. The interface wculd print the message:

Prcjected Orange ship inferences based on assumed prior

ship knowledge, beliefs about U.S. dcctrine, and assumed

Crange surveillance posture. See page 4f in manual for
additional information.

2.3.2 The SHCW._Coummangd

The SHOW command displays the current values associated
with the factor selected in the currently displayed interface
diagram. The display format depends on the factor. For example,
if the user types SHOW with the pointer in any of the main level
diagrams, the display output is the appropriate calculated aid
display, Figs. 2-1 through 2-9.

The following examples show how the kinds of informaticn
displayed by the SHOW command changes as the diagram level
changes. The values displayed in these examples are intended
only to illustrate the display format; they were not produced by
the interface, Figure 2-2 showed the ocutput from the main level
factor "Crange inferences~-ship detection, localization, and
identification.,” That fiqure indicated the probability that each
task group platform will be detected and the precision with which
it is likely to be classified. These numbers are computed by the
aid and depend on the Blue emissions posture, on previous Orange
inferences about the task group, on current Orange beliefs about
U.S. doctrine, and on the ability of Orange to detect, localize,
and classify Blue emissions.




If the user wished to review the current aic¢ assumptions
about Orarge surveillance capability, he would use the SHCW
command with the pointer in the "Crange signal cdetection,
localization, and classification capakilities"™ circle. The
interface would generate a display as shown in Table 2-1
(duplicated here for ccnvenience).

Table 2-1 shows the vulrerability of each U,8., emitter tc
the totality of Orarge surveillance resources, It indicates, for
example, that any emitting SPS-10 has only a 10% chance of being
detected, can be localized only to an area of 10 nmi, and can be
classified by type of radar., On the other hand, the takle
indicates that any emitting SPS-52 will most likely be detected,
will be highly localized, and will be fingerprinted to a
particular radar.

The aggregate QOrange signal detection, localization, and
classification capability depends on the combined capabilities of
his tactical passive sensors (tactical ESM), on his tactical
radar, andé on his long-range sensors. If the user wished to know
what signal vulnerabilities the aid was attributing to each of
these classes of sensors, the user could use the SHOW command
with the pointer in one of the next level factors. The aid
interface display of signal vulnerabilities to tactical ESM may
be as shown in Table 2-2.

As Table 2-2 shows, tactical ESM cannot detect the Kitty
Hawk hull or the SPS-10 radar. The SPS~52 can be localized along
a bearing.

The overall surveillance capability of tactical ESM sensors
is the aggregate capability of these sensors individually. As
currently designed, the aid interface would not disgplay the
overall surveillance capabilities of each sensor (though this
information becomes available by temporarily deleting all sensors
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TABLE 2-1

CRANGE SIGNAL DETECTICNM, LCCALIZATION,
AND CLASSIFICATION CAPABILITIES

DETECTION CLASSIFIED ]

UaS., RMITTER LOCALIZATION BRCBABILITY IO ___
SPS-10 10 nmi 10% AN SPS-10
SPS-43 .5 nmi 30% AN SPS-43

SPS-52 .05 nmi 90¢ A PARTICULAR SPS-52
SPS-52
KH HULL .5 nmi 100% A HULL

NOT A SPECIFIC SHIP

KH PROPELLER BEARING ONLY S% 4 PROPELLER
screw
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TABLE 2-2

ORANGE SIGNAL DETECTION, LOCALIZATION,
AND CLASSIFICATION CAPABILITIES BY ORANGE TACTICAL ESM

DETECTION CLASSIFIED
U S+ EMITTER LOCALIZATIQN PROBABILITY ——I0. . .
SPS-43 «5 nmi 90% AN SPS-43
SPS-52 BEARING ONLY 90% A PARTICULAR SPS-52
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but cone). Father, at the next level the interface is corcerned
with the kirds, rumbers, and deployment of Crarge sensors. Using
the SHCW command with the pointer at the next level gives a list
cf the names, locations, and numbers c¢f each sensor., Thus, the
display output for this level has the form shown in Table 2-3.

The most detailed level of the diagram concerns the
engineering specification of the separate sensors. The interface
cisgplaey for a SHCW command at the parameter srecification level
is shown ir. Table 2-4.

2.3.3 SET_Commédud

The SET command is used to set parameters to values desired
by the user. This command has two effects. First, it sets
planning factors to those desired by the aid user. Second, when
applied to parameters normally calculated by the aid, it
overrides the internal aid calculations that determine more
aggregate qualities from more detailed and fundamental
parameters. The dual function of the SET command is illustrated
by its various effects on parameters of different levels in the
interface diagram for "Crange Signal Detection, Localization, and
Classification.”

The most detailed level specifies the engineering
parameters that determine the capabilities of Orange sensors.
Using the SET command at this level produces a display very
similar to that produced by the SHOW command, as seen in Table
2-5,

At the next level the SET command is used to specify the
types, locations, and numbers of Crange surveillance sensors. If
the user specifies sensors of a type known to the data base, then
he dces not also need to specify the engineering factors. The
aid will instead assume that the specified sensor will have its
usual capabilities.
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TABLE 2-3
ADVERSARY SENSOR TYPES AND LOCATIONS

Sepsgor_Type Location_(relative to_Khl)
Bear D 200 nmi at 270°
Bear D 140 nmi at 140°
Picket submarine 30 nmi at 80°
y
TABLE 2-4 :

SENSOR ENGINEERING SPECIFICATION

Sensor sensitivity: 27 db

Frequency: J band

Localization discrimination: .5°

TABLE 2-5
DISPLAY FOR SPECIFYING SENSOR CAPABILITIES

Current _Value New_Value
Sensor sensitivity: 27 db (entered
Frequency: J band by
Localization discrimination: .5° user)
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The next hicher level is the aggrecate Blue sicnal
vulnerability from all COrange tactical ESM. The user may specify
these values directly, or he may prefer tc permit the aid to
compute them from the sensor information., If the user specifies
these values, then the aid will assume that these aggregates
supersede those computed by the aid from the sensor information.
The user may wish to override these calculaticns either to
explore emissions control consequences for different possible
parameterized surveillance capabilities or tc input data from
alternative sources., In the latter case, the SET command frees
the planner tc evaluate emissions control consequences using some
calculations from the aid and other calculations from other Navy
systems,

As for the previous level, the SET command applied to
"Crange signal detection, localization, and classification
capabilities™ will override more detailed aid calculations.
Specifying these aggregate values insures their use in the aid
calculations of the Orange ship inferences from Blue emissions,
from the specified Orange beliefs about Blue doctrine, and from
previous Orange information about the task group.

Use of the SET command at the main level fixes factors that
normally depend on the Emissions Control Posture., The command
SET with the pointer at the main level factor "Orange Inferences:
Ship Detection, Localization, and Identification" produces the
display in Table 2-6.

Fixing these values decouples the Orange inferences from
the emissions control posture. A planrer might wish to do this,
for example, to distinguish the emissions control consequences to
ship damage due to Blue surveillance capabilities from the
effects due to the information given away.
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TABLE 2-6

SPECIFYING THE AGGREGATE CRANGE CAPABILITIES TO DETECT, i
LOCALIZE AND CLASSIFY BLUE PLATFORMS o

PROBABILITY e CLRSSIFICATION ____
QF_DETECTION LOCALIZATIQN QLD NEW i
; Platform Current New Currepnt New Sbip_Probabiiity Probability
: KITTY HAWK .99 .99 .01 .01 KH .125 .33
| CHIC  .125 .33
! GRID .25 .33
! VIREO .5 0 '
L
: CHICAGO .99 .99 .01 .01 KRH .5 .33
3 CHIC .5 .33
X GRID O .33
: VIREO 0 0
GRIDLEY .99 .99 .01 .01 KW .25 .33
CHIC .25 .33
GRID .25 .33
VIREO 0 0
VIREO .99 0 .01 .01 RH .125 0
CHIC  .125 0
GRID .25 0
VIREO .5 0

———— - - S - - - _ = — - - -

4

In this table, the user specifies that the Vireo is not detected
and that the adversary cannot classify each of the three
remaining platforms,




2.3.4 GENSITIVITY.Coumang

The SENSITIVITY command computes the sensitivity of the
emissions control decisiop to a parameter value or mcdel
assumption. For example, suppose that the planner wishes to
assess the sensitivity of emissions control plan choice to the
adversary's a priori probability that the carrier is near the
task group center. By placing the pointer in the "carrier in
center" circle in Fig. 2-10, andé specifying the SENSITIVITY
option with parameter "High Value Unit Centerecd,"” and parameter
values .25 and .5, the user elicits the display shown in Table
2-7. X

Table 2-7 lists the expected task group fractions surviving
a previously specified air strike fcr two different EMCON
postures and two different parameter values. Plan INFO is the ]
aid-calculated emissions control plan designed for maximum !
deception, and plan ALL ON, the emissions posture with all search i
radars emitting, provides maximum task group surveillance
coverage, The aid user could select other emissions control ﬂ
plans for use in the SENSITIVITY command. These twc are the
default plans because they represent two "bounding” emissions
control postures. In this example, the carrier is placed near
the periphery. Thus, adversary targeting which supposes a
centered carrier increases task group survivability.

At the bottom of the table is the parameter value that
would be required for a decision change, .36. If the adversary's
a priori probability for the carrier being near the center
exceeds .36, then plan INFO is preferred. For lower
probabilities plan ALL ON would be preferred, This sensitivity
display indicates that EMCON plan choice is sensitive to this

factor, and the planner should take into account this inherent
uncertainty in his planning.




TABLE 2-7

SENSITIVITY DISPLAY FCR ADVERSARY'S A PRIORI PROBABILITY
THAT CARRIER IS NEAR THE TASK GRCUP CENTER

P = .25 P = .5
Plan INFO .312 .625
l Plan ALL ON .45 .45

Parameter value for decision change: 36"

—————e . e - - ———— - W A = —

*In this example, the adversary uniquely identifies the carrier
if plan ALL ON is adopted. Therefore, the outcome is
independent of any prior assumpticns of carrier locations. With
plan INFO, he must infer carrier position. Since in this
example, the carrier is not near the task group center, task
group survivability improves as the adversary is increasingly
inclined to presuppose that the carrier is near the formation
center., When the adversary's prior probability is .3€, the two
EMCON plans INFC and ALL ON are equally effective, Table
entries are task group fraction surviving an attack given
specified EMCON status and a priori probability that carrier is
near task group center.




It is, of course, possible (znd even likely) that other
emissions control plans are better than plan ALL ON in this
scenario, and the aid user might wish to search for such plans.
Moreover, it is likely that the assumed a priori probability for
the carrier being near the center is critical to the choice of
emissions control plan. Since the decision tetween two "extreme"
plans such as ALL ON and INFO is so sensitive to this factor, the
choice between two more similar plans may also be sensitive to
the adversary's a priori probability that the carrier is near the
formaetion center,

Note that the SENSITIVITY command tests for the sensitivity
of a decisiop to a parameter value. It does not test the
sensitivity of the chosen outcome measure of effectiveness to
these values. The distinction between testing the sensitivity of
the decision itself rather than the measure of merit reflecting
the outcome quality is essential in understanding the value of
this command. The purpcse of decision aids is to improve the
quality of decisions., 1If, for example, there existed a best
decision, then a perfect aid would always lead the user to this
decision, It is possible that the calculations in this perfect
aid are not extremely accurate, and may omit many details that
are not pertinent to the decision though they may seem that way
superficially. If these details can affect the selected measure
of merit, then the accuracy of the computed measure of merit in
such a perfect aid may not be fully accurate. Nevertheless, in
such a perfect aid this computed measure would be sufficiently
accurate to guide the user to the best decision available., For
example, it is possible, in this perfect aid, that there exists
parameters that exert major influences on the cutcome measure for
each examined plan, but exert these influences uniformly for all
plans. Thus, the preferred decision would be insensitive to the
factor despite its apparent effects on the ou.come measure. A
trivial example of such a factor would be a scaling multiglier
for the output table. Some users may prefer their outcomes
scaled from zero to one; others may prefer a zero to one hundred
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gcaling., If a parameter existec¢ thet changed the outcome units
from one to the other, then the outcome measure would be
extremely sensitive to such a parameter while the decision choice
would, of course, be totally indifferent to it.

2.3.5 EXRAND_or CCNTRACT_Commands

These final two commands permit the user tc access diagrams
at different levels in the interface. Fcr example, using the
EXPAND command with the pointer in the main level factor "Orange
Inferences: ship detection, localization, identification"
changes the display from the main level diagram (Fig. 2-1) to the
more detailed diagram of Fig., 2-10, Similarly, using the
CONTRACT command changes the display from a more detailed diagram
to the next hicher diagram. Thus, the command CONTRACT with the
pointer in "ORANGE signal detection, localization, and
classification capabilities™ changes the disglay from Fig. 2-10
to the main level display.

2.4 USING THE INTERFACE

The introduction to this section listed six different
questions which the interface is intended to address. The
following discussion indicates how the different interface
features outlined previously can help answer these questions.

2.4.1 How Do I_(tbe User) Kpow_tbat the Aid_Ccbnsiders_2ll_Factors
That I_Thipk_Are_Important?

Both the interface diagrams themselves and the SENSITIVITY
and EXPLAIN commands help to answer this guestion. The diagrams
show those factors potentially important to the emissions control
decision, including both factors currently modeled by the aid and
factors not included in the aid. The EXPLAIN command outlines
how the aid treats the factor. The SENSITIVITY displays help
evaluate how the aid treats these factors.

If a factor believed by the user to be important is either
not included in the interface diagram or is identified in the
EXPLAIN commanéd as not currently incorpcrated into aid
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calculations, then the user is alerted to possible limitations of
aid applicability to his current needs. It is possible, even in
this case, that the aid may still be useful if the user is able
to manually adjust the aid~supplied output to reflect the missing
factors, if the user cetermines through the SENSITIVITY command
that this factor actually is relatively unimportant, or if the
user can integrate some aid calculations with others zlready done
using a different available system. In using the SENSITIVITY
command for this application, the aid user selects a factor in
the diagram that he believes would be affected by the factors not
medeled in the aid. He next estimates bounds on the possible
effects of the missing factors on the values of the factor
included in the aid. Finally, using the SENSITIVITY command he
determines the possible effects on the decision choice of the
missing factor. If he sees that this effect is large, he may
decide that the aid is not a useful tool for this present
application. On the other hand, if he sees that the effects are
small, he may decide that the aid is, after all, of value for the
scenario of current interest.

On the other hand, if the factor is included in the
diagram, it still may not be influencing on output properly. 1If
the user is certain that a factor is important in a particular
situation, he may use the SENSITIVITY test on this factor to
determine its effect on the outcome. A small effect would
suggest that the factor is not affecting the ocutcome properly.

2.4.2 although I_2p_Assured._that_tbe 8id_Copnsiders.tbese_Factors.
How Do I _Kpow_They_ Are_Modeled appropriztely_for_lMy_Needs?

Sometimes the interface indicates that the aid does
consider a factor thought by the user to be important to the
current decision and the sensitivity test indicates an effect of
the proper magnitude, but the user is still uncertain whether the
aid actually does consider it appropriately for his needs. Both
the hierarchical structure of the aid itself and the interface
are designed to help a user assess the validity of the aid
calculations., The aid hierarchy as described in a previous DSA




report, 2n Emissjiops_Control_ Decisior_Adi¢, DSA Keport Nc. 66,
July 19278, does so by allcwing the user tc trace the calculation
results from more simple to more complicatec¢ dicsglays.

The interface diagrams and the EXPLAIN and SENSITIVITY
commands also help the user assess the valiéity of the a2id. The
interface diagrams suggest the actual mechanicsms by which the aid
incorporates different factors to calculate emissicns centrel
guality. The user may determine whether these mechanisms are
appropriate for each particular aid applicaticn. The EXPLAIN
command references the user's manual's explanation of each
factor. This detailed description will frequently be sufficient
for the user to determine whether the aid treats a factor
aprpropriately for a particular application. The SENSITIVITY
command provides a double check. 1If the user is certain that a
factor will affect the outcome in a particular way he may use the
SENSITIVITY command to determine whether the aid's calculations
confirm his expectations. If it does not, then the user should
be cautious about using the aid. If the sensitivity test
incdicates appropriate behavior, then the user may ke more
confident in the aid outcome calculations.

2.4,3 1 _2ap_Not_Sure_what Value_ to_assign.to_a_Planpipng._Factor.
Should I_Go_to Much Trouble_to Fipd_tbe_Appropriate_Value?

The aicd requires values of many different planning factors
for its computations of emissions control gquality. Determining
accurate values for these many parameters may be a significant
burden to a user. Accurate values for most of these planning
factors, however, are not required for most aid functions. The
SENSITIVITY command can help the user to determine which of these
planning factors require accurate values, and how precise these
values should be. 1If the sensitivity check indicates that the
decision choice is insensitive to large changes in the value of a
factor, then there is little need to determine its value
accurately. If, on the other hand, the values of some factors
strongly influence the decision choice, then the user should
input these values carefully,
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2.4.4 What_Value_ Does_tbe_Adid_Curreptly_Assicp.to_Plapnicg
Fagctors?

The user may use the SHCW command t¢ review the aid
planning factor values., These include both those planring
factors explicitly input by the user, those that are default
values assumed by the aid, and those that are computed by the 2id
from the values of more tasic parameters. The aid interface,
which shows the hierarchy of possible planning factocrs used by
the aid, indicates which of the planning factors input by the
user would be used in calculating each of the more agaregated
factors used for the higher level calculations of emissions
control quality. These diagrams also show which detailed
parameters are cverridden whenever the user specifies the values
for the higher level factors directly.

2.4.5 1_Do_Not Understand tbhe Diagrams_ip_this_Ipterface.__What
Do_these Diagrams_Mean?

The EXPLAIN command describes each of the factors in the
interface diagram. The user's manual describes the general
interpretation of the diagram, explaining the mearing of the
symbols and the arrows connecting the different factors.

2.4.6 1 RBelieve Accurate Values for Planning_Factors_2re
Reguired. _How_Capn_I _Estimate_tbese_ Values?

The interface design was motivated largely by the
requirement to help aicd users obtain and input the values of
needed planning factors. The interface can do so either by
calculating values of higher level factors from more detailed
factors that may be easier to estimate, or by facilitating the
proper incorporation of parameter values obtained from other
shipboard systems.

An example of how the interface helps the user to estimate
the values for some of the planning factors needed to calculate

"Crange ship detection, localization, and identification” may
clarify this application of the interface. The aid computes !
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Orange ship cdetection estimates from four kinds of irnformation:
Crange prior beliefs about Blue task group disposition, Orange
beliefs about Blue doctrine, the emissions from the Blue tack
group, and Crange's capability to Cetect, classify, and localize
these emissions. This example will focus on planning factors
required for the last category. The informaticn required tc
stummarize the adversary surveillance capabilities, illustrateé in
Table 2-1, is the aggregate adversary capability to detect,
localize, and classify all emissions.

If the needed estimates of adversary surveillance
capability are available from another Navy system, it may be
unnecessary for the planner to estimate the values in this table.
For example, the Classic Fox program, which is concerned with
vulnerabilities of U.S. signals to adversary surveillance, may in
the future develop a system that provides a real time summary of
aggregate adversary surveillance capability. If this system were
available, then it could provide the aid with the required
information,

If the planner must input accurate information not
obtainable elsewhere, then he may use the aid interface to help
estimate planning factor values. Of course, the user may choose
to estimate the aggregate GOrange signal detection,
classification, and localization capabilities directly. If
estimating these aggregate capabilities seems too difficult,
however, he could instead estimate the aggregate Orange
surveillance capabilities for the three separate systems of
tactical ESM, tactical radar, and long-range systems. If he
provides the interface with these summary data, then the aid will
combine the surveillance capabilities from each of the three
systems to provide the desired overall aggregate capability.

If the planner does not wish to estimate these aggregate
capabilities from the adversary tactical active and passive

sensors and from the long-range sensors, then he may instead




permit the aid to compute these estimates from more fundamental
data. In this case he inputs to the aicé his estimate of the
types, numbers, and locaticns of the different surveillance
senscrs. The aid will compute the aggregate capabilities from
these cata for those systems whose performance capabilities are
included in the data base. For those sensors unknown to the aid,
however, the user would need to specify those sensor encineering
specifications relevant to task group surveillance. Tbhe
interface would then compute both the capabilities of each
descrited senscr, and also the aggregate capabilities from the
totality of sensors.

2.5 AID INTERFACE WITH OTHER NAVY SYSTEMS

A decision aid is usually only one of many systems
concerned with different facets of related problems. To be fully
effective, the aid must interact efficiently with these cther
systems. It should, whenever possible, accept as inputs the
ocutputs from such related systems, and its output should be
useful as inputs to still other devices or staff functions.

The EWAR user interface facilitates integrating the
emissions control decision aid with staff functions and other
shipboard systems. Such integration both increases the value of
the aid by permitting it to fit easily into task group operations
and alsc increases the value of other systems by linking their
performance calculations to an overall task group mission
objective. This section will show how three different
illustrative command and control systems interface with the aid.

2.5.1 Relaticpsbip_to_the_ Iptegrated Refractive Effects
Brediction. Systew_ [IREPS)

IREPS was demonstrated abcard the Kitty Hawk during the
first set of interviews.1 This system computes the

- — " — ——— - ————— - - = - -

H. V. Hitney and R. A. Paulus, lntegrated Refractive Effects

Prediction._ Systew_(IREPS), Interim User's Manual, Naval Ocean
Systems Center, San Diego, California.
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effectiveness ¢f a single racdar in detecting incoming threats.
It considers many more factors in its calculations than does the
radar module in the aid, including in particular the effects of
atmospheric ducting as determined by atmospheric soundings.

The interface diagram, "Blue Detection and Track
Capabilities,” Fig. 2-12, displays the major factors consicdered
by the Emissions Control Decision Aid in computing the aggregate
Blue capability. The aid radar module includes a racdar detection
and track model, an ESM detection and track model, and algorithms
for computing overall capabilities given a total set of sensors
which, depending on the circumstances, could either support or
interfere with one another. The shipbcard demonstration of IREPS
suggested a possible synergy between IREPS and the aid. IREPS
can predict the performance of individual radars much more
accurately than can the simple models within the aid, but cannot
integrate the effects of many radars or radars and ESM
simultaneously. Because EWAR does such integration, it could
accept the IREPS output calculations in place of its current
Radar Detection and Track module to calculate a more accurate
estimate of aggregate Blue detection and track capability.

2.5.2 Interface with Classic Fox_Program

Classic Fox is a program concerned with assessing the
vulneratilities of U.S. signals to Soviet sensors. The Classic
Fox general program objective is to calculate the ability of
particular Soviet sensors to detect, localize, and classify U.S.
emissions. As Fig., 2-10 indicates, this is just the information
required for the aid calculations of Orange ship identification
inferences. Unlike the aid, however, the Classic Fox systems
will probably not be able to integrate the sensor capabilities
with prior adversary tactical information and adversary knowledge
of Blue doctrine and mission to provide an estimate of the useful
tactical information that may be conveyed by a pattern of task
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grouvp emissions. Thus, like IREPS, the Classic Fox program may
previde superior estimates of inputs required bty the aid, but be
unable to integrate these estimates with other factors to
calculate some of their operationally sigrificant implications.
The aid, by performing such calculations, may increase the value
of the Classic Fox output.

2.5.3 Interface with_djir_Defense_Calculators

Modern integrated task group defense systems, such as
AEGIS, may have their own threat penetration predictions mcdels.
These models compute overall task group defense capabilities
against specific threats using models toth more detailed and
better calibrated to actual capabilities than those in EWAR.
These system-specific air defense models fit into the aid
interface in the Air Defense module pictured in Fig. 2-13 with a
threat specified in Fig. 2-11. By integrating the system-
calculated air defense predictions with the aid's calculations of
Blue surveillance capabilities and the adversary task group
targeting capabilities, the aid can prcject an overall air
defense related task group vulnerability associated with an
emissions control posture,
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3.0 EMISSIONS. COUTERCL_FQR.INFQRMETION_ WARFARE

In addition to developing the new interface, DSA added two
capabilities identified to be particularly important during the
interviews and formal aid evealuations--automatic &id calculation
of the maximally deceptive EMCON plan and increased flexibility
in calculating Crange inferences of ship identities. During the
formal aid evaluations the maximally deceptive plan was
frequently the first to be evaluated and often became the
"baseline” plan to which other plans were compared. Section 3.1
describes the algorithm for calculating this plan automatically.
Section 3.2 discusses at length the importance of Orange
assumptions about probable Blue emissions contrcl tactics and
emissions control planning in the information warfare
environment., Because these wargaming considerations are so
important, DSA modified the computational algorithms concerned
with Orange ship identity inferences to enable them to reflect
Grange assumptions about U.S, information warfare tactics,

3.1 AUTCMATIC CALCULATION OF PLAN "INFO"

Emissions control plan INFO is the standard plan which
results in maximum deception against an adversary who assumes
that every placement of task group ships consistent with the
observed emissions is equally probable, When using the aid, it
is frequently convenient to use INFO as & standard baseline and
to search for improved plans by adding those radars which most
improve task group surveillance while conveying the least
additional targeting information. Because plan INFO is so
useful, many participants in the formal aid evaluation suggested
that the aid produce thic plan automatically. 1In addition,
because the default emissions control plans for the SENSITIVITY
command are the two "extreme" emissions control plans, plan ALL
ON and plan INFO, it would be very convenient if the aid could

construct this plan automatically.




Plan INFO may kbe implementec by fcllcwing three rules fer

turning task group racdars on or off. These rules are:

1. Those radars aboard the hich value ship that are 1
common to all ships in the task group are turned on.

All other radars on the high value unit are turned "
off.

2. Those radars aboard lower value ships that are also
aboard the high value ship are to te turned on.

3. Those radars aboard lower value ships that are not f
aboard the high value ship must be turned off. !

The aid user can elicit plarn INFO with the command EMCON, INFO.

3.2 THE EFFECT OF ADVERSARY ASSUMPTIONS ABOUT PROBABLE U.S.
TACTICS ON INFERENCES OF THE IDENTITY OF TASK GROUP SHIPS

Orange assumptions about probable U.S. tactics can have a

major impact on the interpretation of emissions observed from the
task group and, therefore, can strongly impact Orange targetirg

e mt—

and the resultant damage to the task group from a missile attack.
Because it would be difficult to explain these informaticn
warfare tactics in general abstract terms, these sections will
explain these tactics using an example.

3.2.1 A_Scenario for Examiping_Information Warfare

The following scenario was previously used to train
participants for the formal aid evaluation. Table 3-1 shows the
radar order of battle.

If all task group radars are emitting, then an adversary
who can detect, localize, and classify these radars by type, who
knows that the four ships in Table 3-1 are in the operating area,
and who knows their radar order of battle, will be able to deduce
the locations of each of the ships. He could do so using the
following reasoning. First, by observing that since only cne of
the four ships has an SPS-37, the SPS~37 emissions must be from
the Gridley. Second, since of the remaining three ships ornly one

74




TABLE 3-1
RACAR ORDER OF BATTLE FOR ILLUSTRATIVE BATTLE GROUP

§PS=10 §&PS=30 SPS=43 SPS=32 ©&SRS=48 &8BS-31

Kitty Hawk P X X X
Chicagoc X X X b X 1
Gridley X X X X

Vireo X




has an SPS-4£, the remairing SPS-48 source must be the Chicacgo.
Trird, since onrly cne of the two remaining ships have radars
other than the SPS-~10, the remairing source of multiple emissions
must be the high value ship, the Kitty Hawk. Finally, by a
process of elimination, the source of the solitary SPS-10 must be
the Vireo.

In this deductive process each of the infererces is "hard."
A "hard" inference is a conclusion based orly on observations and
background information regarded to be certain. Such "hard"
inferences may be defined as those inferences unambiguously
concluded from observations rather than being dependent on
guesses of likely adversary tactics, mission, and doctrine. With
the EMCON plan ALL ON, the observer can identify all platforms
unambiguously. Ee does not have to base his identifications on
estimates about likely U.S. doctrine. 1In information warfare
tactics, the "hard" information given away limits the opportunity
to deceive an adversary. In this case, for example, the "hard"
information conveyed by the emissions removes any possibility of
deceiving an adversary by adopting unusual tactics.

In contrast to the "hard" inferences which limits
opportunities for deception, there are other "soft" inferences
that offer opportunities for deception. These "soft" inferences
may be defined as adversary guesses based partly on observed
signals and also on possible U.S. information warfare. The
following discussion indicates how different U.S. tactics can
lead to different adversary conclusions based on soft inferences,
describes how an adversary who knows the general U.S. tactic in
advance can tailor his inferences for such tactics, and finally
discusses how the U.S, can force an adversary to hedge in all
conclusions dependent on soft inferences.




3.2.2 "Normel'_Bayesian._Ipference with_a_Deceptive Emissions
Control _Plan

In this discussion, the term "Normel Bayesian Inference”" is

the Bayesian inference which assumes equal a priori probabilities
for every ship assignment consistent with the observed pattern cf
emissions. Against an adversary using "normal" Bayesian
inference the most deceptive emissions contrcl posture is plan
INFC. In this plan the Chicago radiates the SPS-10, SPS-30,
SPS-43, and SPS-52. The Gricley radiates the SPS-1C and SPS~43,
and the Vireo and Kitty Hawk each radiate only the SPS-~10.

Figure 3-1 shows the source locations of each of the detected
radiations and summarizes adversary information.

Ir this Bayesian inference, the adversary lists those
assignments of ships tc places that are consistent both with the
observations and with the known ship radar order of battle.

Table 3-2 lists the eight evidence-consistent assignments of
ships to places.

Bayesian inferences always require a priori probabilities
for each alternative, 1In the inferences employed for previous
demonstrations of the Emissions Control Aid, it is assumed that
all assignments of ships to places that are consistent with the
evidence are equally probable. In the above list, The Kitty Hawk
is assigned to location C in four of the eight evidence-
consistent assignments, and to location A in only one of these
assignments. Therefore, the assumption that each assignment is
equally probable leads to an assessment that the probability that
the Kitty Hawk is at point A is .125 while the probability that
the Kitty Hawk is at point C is .5, 1If in plan INFO above the
Kitty Hawk is actually at A, andé if the adversary used the
Bayesian inference indicated above, then the U.S. deception would
succeed,




SPS-10
SPS-30
SPS-43
SPS-10 c @ SPS-52 ;
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SPS-10 g @ SPE-10
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Figure 3-1. Orange Observations of Blue Task Group Radar Emissions
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TABLE 3-2 o

ASSIGNMENTS OF SHIPS TO LOCATIONS CONSISTENT
WITH RADAR CORDER COF BATTLE IN TABLE 3-1 -
AND OBSERVATIONS IN FIGURE 3-1 :

ASSIGNMENT e LQCATICN e
a B C D
1 Kitty Hawk Vireo Chicago Gridley g
2 Vireo Kitty Bawk Chicago Gricley o
3 Vireo Gridley Kitty Hawk Chicago :
4 Gridley Vireo Kitty Eawk Chicago
5 Vireo Chicago Kitty Hawk Gridley
6 Chicago Vireo Kitty Hawk Gricdley
7 Vireo Gridley Chicago Kitty Hawk
8 Gricdley Vireo Chicago Kitty Hawk




This Bayesian inference may seem to be arbitrary and
improbable. Nevertheless, similar conclusions might ke reached
using less formal and more "common-sense" reasoning. For
example, an intelligence officer examining Fig. 3-1 may reach the
same conclusions using the following reesoning: i

1. The Vireo may be only at position "A" or "B" (hard
inference). Therefore, the probability that the
Vireo is at each of these positions is .5 (soft
inferernce).

2, The Gridley cannot be at pesition C and therefore
must be at A, B, or D, Since A or B is Vireo,
Gricdley can either be at A or D (if B is Vireo) or at
B or D (if A is Virea) (hard inference). Therefore,
Gricley has a .5 chance of being I and a .5 chance of
being either A or B. Overall, Gridley has a .5
chance of being at D, a .25 chance of being at A and
a .25 chance of being at B (soft inferences).

3, Chicago and Kitty EBawk have racdar orders cf battle
equally consistent with each of the radiation
sources. Therefore, both could be assigned to any
location with equal probability. However, at least
one of the two must be at C since C cannot be either
Vireo or Gridley (hard inference). Therefore, each

has a .5 chance of being at C and a .5 chance of
being at either A, B, or D. Since D has a .5 chance
of being Gricley (from 2 above), and the other .5
probability is divided equally between Chicago and
Kitty Hawk, D has a .25 chance of being each of these
two ships. Further, if the Chicago is at C, then the
Kitty Hawk has a .25 chance of being at A and a .25
chance of being at B, Since the Chicago could also
be at A and B, however, the overall probabilities
that the Kitty Hawk is at A or B are both ,125 (soft
inferences).




R

Although this reasoning gives the same proktakilities as the
BRayesian calculations with equal a pricri weighting to each
evicence-ccnsistent assignment, in the informal reasoning
outlined abcve the distinction between "hard” and "soft"
inferences are clearer. There are two "hard" inferenrces--that
Vireo is not at C or D, and that Gridley is not at D. All other
inferences, including all the nonzero probabkility estimates, are
soft., It is the uncertainties inherent in these soft estimates
that the inferring side must hedge against, and that the other
side may exploit with his information warfare tactics.

In reality, conclusions based on soft inferences reflect
assumptions about Blue information warfare tactics. The
follcwing section illustrates an alternative inference process
that could be used by an adversary who thought that Blue tactics
would normally attempt to make the emissions from the high value
unit inconspicuous. Crange conclusions about the probable
identity of platforms of A, B, C, and D can depend heavily on
these assumptions,

3.2.3 Ship_Identification_ loferences_if_Qrange VWere Certain_that
the Blue Tactic_ Is_to T"Hide' the High Value_$hip

If Orange is pogitive that Blue would hide the hich value
unit by turning off all air search emitters on the high value
ship, then Crange might infer the identities of the task group
ships using the following reasoning:

1. The Kitty Hawk is not at C or D because these are
sources of multiple emissions, an observation
inconsistent with the assumption that the hich value
ship would have no emitting air search radars.
Therefore, Kitty Hawk must be either at A or B (hard
inference given certainty of tactic). Since Vireo,
which carries no air search radars, can also be only
at these two locations, (hard inference) the Kitty
Hawk and Vireo together account for lccations A and

B. Therefore, Kitty Hawk and Vireo each are assigned
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a .5 probability of beirng at lccaticn A or B (scft
infererce).

2. Since the Kitty Hawk or Vireo must be at A or B, the
Gridley and Chicago may not be there and must
accordingly ke at C or D, Since Gricley has no
SPS-30 or SPS-52, it cannot be at C. Therefore,
Gricdley is at D and Chicago is at C (hard infererce

if certzinty of U.S&. tactic).

The same conclusions may be reached using the Bayesian
analysis with the a priori probabilities set to reflect the
belief that the Blue tactic requires that all Kitty Hawk air
search radars be silenced. Cf the eight assignments of ships in
Table 3-2 to places that are consistent with both the
observations and also with the known radar orders of battle, only
the first two are alsc consistent with the COrarnge tactical
assumptions. The possible assignments of ships to places in this
case are displayed in Table 3-3,

Assuming that each of these two assignments are a priori
equally probable, then Orange assigns a .5 chance that the Kitty
Hawk is at location A and a .5 chance that it is at B.

3.2.4 Heuristic Modification of Bayesian_Inference for_Qrange
Uncertainty about Blue Emissions._Control Tactics

As these two previous sections illustrate, depending on
Orange's assumptions about Blue's emissions control tactics,
Crange could have concluded that the probability that the Kitty
Hawk is at location A is .,125 (equal weighting of all assignments
consistent with the "hard” evidence), or is .5 (equal weighting
of all assignments consistent both with "hard" evidence and also
with the assumption that Blue is adopting a tactical plan which
minimizes radiations from the carrier.) 1In fact, since the
"hard™ information does not preclude the Kitty Hawk from being at
any of the four locations, Qrange cannot rule out the possibility

that the Kitty Hawk is at A, B, C, or D, 1If, however, Crange
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BSSIGNMENT

TABLE 3-3

ASSIGNMENTS CF SEIPS TO PLACES CONSISTEN1
WITE RADAR CRDER OF BATTLE, OBSERVATICNS
AND A U,S8, TACTIC TC HIDE THE KITTY HAWK

e mmcmcccmeeemea-=LOCATION. L.
B o

a
Kitty Hawk Vireo Chicago

Virec Kitty Hawk Chicago
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wishes tc make the best guess he can about the probability that
the Kitty Hawk is at each of these places, then he may wish to

use some sort ¢f infererce process tc assign probabilities for

the Kitty Hawk being at each of these places.

If Crange coulé accurately estimate the prior probabilities
for each of the eight ship assignments, then he could better
estimate the probability that the Kitty Hawk is at each of the
locations. For example, if he felt that Blue is more likely to
use an emissions control plan in which the high value ship
radiations are minimized, he might weight the first two
assic¢nments more heavily than the other six., If he assumed that
the first twc assignments were twice as probable than the other
six, he would compute that the Kitty Bawk has a .2 chance of
being at A, B, and D, and a .4 chance of being at C.

In the absence of intelligence concerning the prior
probabilities of assignments, such estimates may seem rather
arbitrary. If Orange wishes to avcid such arbitrary judaments,
then he may wish to use another method to assign such
probabilities. The following section indicates how Orange could
apply game theory to rationally derive estimates that the Kitty
Hawk is at each of the locations.

3.2.5 Game Theory Formulation_ to Determine Ship_Locations

In the game theory formulation of this information warfare
problem, Orange does not need to assign a priori probabilities to
the feasible assignments of ships to places. 1Instead, Orange
derives such probabilities from an assumption that Blue will
choose his information warfare tactics to minimize Crange's
knowledge.

In game theory, each of the two sides adopt strategies, and
the outcome of the game depends on the Crange-Blue strategy pair
selected. In this case, the Blue strategies will be emissions

84




< i e T )

control doctrines and the Crange strategies will be inference

algcrithms appropriate to each of the Blue strategies.

Fcr the present example, Blue might consider the follcwing
four emissions control strategies; ALL ON, the maximum
surveillance plan; INFQ, the maximum deception plan when Crange
assigns equal rrobabilities to each feasible assignment; INFO +
KB, INFC with emitters on the high value unit radiating; and
INVERSE INFO, the maximally deceptive plan assuming that Crange
is anticipating deceptive tactics. This example will consider
two Crange inference strategies, a NORMAL one which assumes equal
a priori likelihoods of feasible assignments, and an INFO which
assumes that Blue would adopt plan INFO. Table 3-4 is the
outcome table for these strategies. For this discussion the
outcome entries are the probabilities assigned by Orange to the
Kitty Hawk being at location A, its true location. The reasoning
illustrated here would also apply, of course, if the game table
entries were some other outcome measure such as the calculated
task group value surviving an Orange strike. In that case,
however, the outcome table entries would change and the mix of
strategies in the solution would differ from the present example.

wWith probability of cecrrect HVU ID outcome measure, two of
the Blue strategies bound two of the others. Since for both of
Crange's strategies Blue's outcome for plans ALL ON and INFC + KH
are inferior to the other two strategies, plans ALL ON and INFO +

KH will not appear in the game solution. The solution for Blue
will be a random combination of Blue's INFO and INVERSE INFO
emissions control plans and for Crange a8 random combination of
its NCRMAL and INFO inference algorithms, At the solution point
Blue will use a mixed strategy which causes it to be indifferent
between Orange's two strategies, and Orange will use a mixed

strategy which causes it to be indifferent between the two
remaining Blue strategies., Solving this game gives a paycff, the

probability that Crange will infer correctly that the Kitty Hawk
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TABLE 2-4
INFORMATICN WARFARE QUTCOME T2BLE"

—QRANGE_STRATEGY_ _

BLUE PLANS HORMAL INEQ
ALL ON 1. 1.
INFO .125 .5
INFO+KH .5 .5
INVERSE INFC .5 0

———— ot P e s B S e . o S . —— T - _— o ——— - ———

* s . .
The outcomes are probabilities assigned by Orange to Kitty Eawk
being at location A, its true location,
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is at A, is ,288. At the solution, Crarge uses strategy NORMAL
.57 of the time and strategy INFO the rest of the time and Blue
uses plan INFO .57 of the time and plan INVEREE INFO the rest c¢f

the time,

Given this game result, it is possible to infer the "a

! priori" probabilities for the eight feasible ship assignments
consistent with the outcome strategies. When Crange uses the
NCRMAL strategy, he weights each of the assignments equally.
Wwhen Crarge uses the INFO strategy, he gives the final six
assignments zero weight. Therefore, he will achieve the game
sclution if in his Bayesian computations he gives the first two
assignments weights of ,288 (.125 x .57 + .5 x .43) and the last
six assignments weights of .072 (.125 x .57 + 0. x .43).

In the new EWAR algorithm for information warfare, the user
selects a parameter which calculates relative a priori weights
for ship assignments according to how many times a pattern of
emissions conflicts with what would be expected from an adversary
using a plan INFO. By selecting this parameter appropriately,
the aid user can duplicate the information warfare outcome. At
present, however, the user cannot command the aid tc compute the |
game theory solution automatically. Rather, he can use the new
information algorithms to generate a table such as Table 3-4, 4
From this table, he could compute the information warfare j
scenario, and then compute the appropriate information warfare
parameter, An efficient way for the aid to compute such a
parameter automatically would be an important aid enhancement,

Although finding such a procedure could be a significant research
effort, it is likely that such research would succeed.




4.0 SUMMARY: _DREVELCPUENT OF_AN_EMISSICNS COMTEOL_DECISION_AID

Under the operational decision aiding program, prcjects
were develcped over several years so that differernt participants
could benefit from mutual activities and experiences. DSA has
benefited considerably from this interaction. Continuing this
dialogue, this final summary will discuss conclusions about
decision aid design attained from DSA's multi-year development
experiences.

4.1 SELECTION OF DECISION AIDING SUBJECT

During the past several years LSA has briefed large numbers
of Naval officers cn the Emissions Control Decision Aid. Many cf
these officers were enthusiastic about the aid, believing it had
considerable potential for supporting tactical command decision
requirements., Probably the most important reason for these
endorsements was that the decision aid focused on a problem well
chosen for decision aiding.

Although there are many criteria for identifying what
operations would benefit most from decision aiding, three prcved
particularly important in the choice of an aid for emicssions
control. First, the problem must be important enough to warrant
the expense of developing an aid. The consequences of selecting
one alternative rather than another must be significant. Second,
the decision must be difficult enough to benefit from aiding., If
the proper decision choice is usually obvious, then an aid will
not improve the gquality of the decision. Third, the physical
factors that would influence the choice of a decision alternative
must be well enough understood to be credibly modeled.

Emissions control satisfies these three requirements.,
First, a successful emissions control plan whick denies an
adversary knowledge of a task group's whereabouts or which denies
the information needed to successfully target the task group high
value unit, may assure the success of the naval mission. On the
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other hand, silencing emissions needed tc obtain vital
information can seriously reduce task oroup effectiveness. The
2id, which balarces irnformation denied to an adversary bty
silencing emitters with the information obtained by radiating

emitters, can improve the quality of selected emissions contrel "

postures.

Second, because it is difficult to calculate either the :
information to be gained or the information lost manually, the

problem difficulty warrants aid development. Finally, for ;
specified scenario assumptions, both the information gained and

denied can ke computec from known physical laws and simulations

of inferences.

4.2 DESIGN OF DECISION AID DISPLAYS

Although there are many guidelines for designing effective
decision aid displays, none of the displays initially developed
according to such rules proved to be satisfactory. Rather,
satisfactory displays evolved as DSA responded to the reactions
of briefed Naval officers and scientists. On occasion somecne
would suggest a particular new design to replace an older
display, or would suggest an additional needed display. More
frequently, however, displays needing imprcvement were identified
when they confused audiences. Sometimes in such cases the
designer of the display, convinced of the display's merit and
sure that users would eventually grow to understand it, would
persist in retaining the display., Such persistence always proved
fruitless. Thus, it became apparent that no matter how fondly a
display developer may feel toward his display, a perplexed or
confused reaction from the audience mandates a disgplay design
change.

The Emissions Control Decision Aid has a hierarchy of
displays. Highest in the hierarchy are displays giving such
fundamental operational consequences cf an emissions control 4

posture as task group surviving a missile attack. These displays 1
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provided the irnformeticon most relevant to command decisions.
Bowever, they were also the most dependent on possibly
inappropriate internal aid models and scenaric assumpticns.
Supplementing such operationally linked displays were others,
like the one shcwing maximum racdar detection ranges, which are
less closely related to mission success but also less dependent
on scenaric assumptions. It was felt that users would rely cn
these displays to calibrate and check the output of the more
mission-relatecd disgplays. Although at sea such displays might be
used to check aid calculations in which the user lacked
conficdence, participants in the formel test evaluation relied
almost entirely on the displays that were mcst mission related.
They rarely, if ever, used the possibly more reliable but less
mission related displays.

4.3 NEW USER INTERFACE

The tendency for the test participants to rely almost
exclusively on highly aggregated measures of effectiveness in
evaluating an emissions control plar and to largely ignore cther
more fundamental but less mission-oriented displays motivated the
development of the new user interface described in this report.
Since this interface had not been developed at the time of the
formal aid evaluation, there is no formal evaluation of how well
it would work. Nevertheless, the development of the interface
was an important step in converting the aid from a research and
development project to one useful in practical tactical command
situations., The work cn the interface clarified the context in
which the aid would be used--both in terms of its mission
contributions, and also in terms of its operational and system
interfaces.

4.4 THE FUTURE OF THE EMISSIONS CONTRCL DECISION AID
The decision aid has been developed to a point where the
potential value of the kinds of information it can provide can be

assessed, If such information is judged to be sufficiently
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important to Navy operations, then it may be practical to begin
i converting the aid to an operational sytem,

The shcrt-term goal in this conversion would be the
development of a demonstration system which could be evaluated as
part of a realistic tactical wargame, preferably using an
on-shore simulation such as the Warfare Environment Simulation

s A A G40 bbb At # 7 a ¥2 e

(WES). 1In this environment Naval officers would have the option
to use the aid as they formulate their tactical plans. If
experience proves that using the aid improves combat performance,
then a prototype of the aid might be developed for at-sea
evaluation,

The decision aid, after modification for the shore-based
evaluation, would continue to emphasize its most important design
feature. Specifically, it would focus on providing estimates of
the useful information that could be deduced from a set of
emitting radars and the tactical early warning that could be
p;ovided by such radars. 1In addition, it would continue to
relate these estimates to a meaningful operational measure of
effectiveness, such as expected task group damage from an
adversary missile attack.

The aid would be modified, however, so that it integrates
easily with the other shipboard systems. At present the aid has
simple models for adversary signal detection capability, for task
group air defense, for adversary targeting inferences, and for
radar performance, In the shore-based evaluation, however, the
aid modules for such computations would be replaced whenever
possible with inputs from other systems designed to accomplish
these functions.

After such conversion the Navy would have an opportunity to
evaluate one of the first of a new generation of decision

aids--an aid desicned for information warfare which estimates an
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adversary's estimate of the tactical situation, which effectively
integrates the output from other shipboaré systems, ard which
relates such outputs to mission effectiveness,

———
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APPENDIX A

EMISSIONS CONTROL INTERVIEWS
AND THE CCNSTRUCTION OF AN INFLUENCE DIAGRAM
FCR INFORMATION WARFARE

Information obtained in the interviews described here
supports the development of a new aid interface which would help
the user relate aid inputs, functions, and outputs to specified
command objectives, to operational constraints, and to the
existing tactical environment. The information desired,
therefore, includes identification of all common emissions
control objectives and an understanding of those factors kelieved
by Naval officers to be most important when selecting a plan to
meet these cobjectives in common tactical situations.

This section discusses the use of influence diagrams to
structure the interview, reviews the informaticn obtained by the
interviews, and summarizes the interview results using influence
diagrams. The first three subsections descrike interview
preparations. They review the assumptions in the aid prior to
the interviews, summarize the general interviewing format
developed with SRI, and describe the format refinement for these
specific project purposes. The last two subsections discuss the
interviews themselves. DSA conducted two sets of interviews.
The first set concerned emissions control in general. Several
months later DSA conducted a refinement interview which focused
on emissions control in informaticn warfare.

A.l DEVELOPMENT OF INTERVIEWING TECHNIQUE USING INFLUENCE
DIAGRAMS

DSA adapted the decision aiding methodology used by the SRI
International's Decision Analysis Group for these interviews.
This section outlines the methodology agreed upon during initial
consultations with SRI. The methodology was directed toward
interviews which would clarify the objectives of emissions
control decisions, elicit the various decision alternatives, and

A-1




clarify the critical factors influencirg ar cutcome. Section
2.1.1 cdiscusses the interviewing technigue for identifying
objectives ard decision alternetives. Section A.l1.2 then
discusses interviewing techniques for identifying and analyzing
critical factors. Whether directed towarc identifying objectives
or clarifying criticel factors, the first guestions are general
cnes designed to identify the most important items while the
later questions refine the information prcvided earlier and
pursue promising areas in greater detail.

A.1.1 Identificaticon_of Decisiop Objectives_ apd_dlterpatives

The interview begins with a discussion of mission
objectives and explores how emissions control decisions can
impact mission success. Usually it is difficult to predict how a
decision might affect overall mission success. Therefore, the
discussion focuses on identifying more computable subobjectives
appropriate to the specific decision alternatives being
considered. 1In the emissions control problem, for example, the
overall mission may be to provide a show of force while the more
computable subobjective of an emissions control posture would be
to support this mission by increasing task group security. The
more easily measured objectives subordinate to ensuring task
group security might be to minimize informetion available to an
adversary, to maintain surveillance for a possible surprise
attack, and to monitor adversary movements.

After the rather specific objectives for emissions control
are identified, the interviewer attempts to identify outcome
measures which reflect these objectives. The interviewer first
asks the interviewed person for a list of possible outcome
measures, Once a preliminary list is compiled, the interviewer
attempts to refine it. The interviewee is asked to add items
that he had previously overlooked, some of which may be suggested
by the interviewer at this time. The interviewee is then asked
to select those items that are most important and should be

retained for further consideration., A preliminary list might
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have included the length of time the carrier is "down," whether

]

or nct repairs must be made, and the length of time varicus

support ships would be unavailakle. Cn further consideration, i
the interviewee might add to the list the number of injuries and

the numker of deaths that might occur from a surprise missile

attack. Those outcome meastures later icentified as most

important and which should ke retzined for further consideration
could be the length of time the carrier is down ancé the expected
damage to other task group support ships.

This same general procedure is applied to enumerating and
refining the decision alternatives. Several alternatives are
mentionecd; this list is then refired. For emissions control the
initial list might include an emissions control posture of
complete silence, orne with no emissions restrictions, and ancther
in which signals unique to the high valued unit are silenced.

A.1.2 Idepntification_bf_Critical_Factors.and.the_Construction.of
Influence DRiagrams

Critical factors are uncertainties which could influence
which alternative is preferred. 1Influence diagrams prcvide a
convenient way for identifying these factors, ard for showing
their relationship to the decision alternatives, to the decision
objectives, and to each other. The following discussion, which
illustrates how an influence diagram may be developed during an
interview, should explain how influence diagrams can represent
the relationship between alternatives, cutcomes, and criticel
uncertainties (see Fig. A-1).

The influence diagrams were constructed by asking gquestions
which first outline a structure, then elaborate it, and finally
refine it. The interview sequence for identifying and
understanding the critical factors is illustrated below with the
factors A, B, and C. Suppose that it had been stated previously
that factors A and B affect C, and that both factors A and B are
important enough to be retained for further consideration. The
tentative relationship between A, B, and C is indicated in
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a. Factors A and B Iniluence Y. Factors A and B Influence
Factor C Factcr C, but the Effact

Srom Factor B is Mediated
Entirelyv Throuch Factor A

@)@ X

c¢. Factors A and B Influence d. Factor B Affects Factecr C

Factor C; Factor B Also in Two Independent Ways;
Influences Factor A but Through Factor A and Also
has in Addition a Direct Through New Factor D

Effect on Factor C

Figure A-1. Illustration of Development of an Influence Diaaram
During Interview
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Fig. A~la, The arrows in this figure point from the influencing
factor tc the inflienced factor. ]

The interviewer begins to clarify the relationship ketween
A, B, and C by asking if A or B influence one another. Tf not, i
then Fig, A-la correctly represents the relationshipr ketween 2, ;
B, and C, 1If, on the other hand, B influences A, then the
interviewer asks further questions to determine the nature of
this inflcence,

First, there is a possibility that the influence of B on C
is mediated entirely through A. To check this, the interviewer
asks if fixing the value of A removes the influence ¢f B on C.
If so, then factor B affects C only through 2, and the ~%
relationships in Fig. A~la are revised to those in Fig. A-lb.

If, however, the subject indicates that both A and B must

P

be known to determine C, then the more complex diagram of Fig. 1
A-lc expresses the appropriate relationship.

Sometimes factor B influences A and C by entirely céifferent
mechanisms, To identify these mechanisms the interviewer might
ask for an intermediate variable between B and C which is
affected by B but which does not affect A, If such a variable
can be found, then the influence diagram of Fig. A-lc can be
expanded to that of FPig. A-1d. Alternatively, he might find an
intermediate between B and A which explains the differing

mechanisms, {

The following examples from a hypothetical interview
concerning emissions control may clarify the previous discussion.
Suppose that the subject had mentioned that the number ¢f hits,
weapon yield, and damage per hit each had major effects on damage
sustained by a missile attack. 1In the preliminary influence
diagram each of these factors are shown directly influencing
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carrier damace (Fig. A-2). In the fclleow-up questions hcwever,
the sukject states that the damace per hLit depends cn weapor
yield and that, if one kncwes damage per hit, then kncwirg weapcn
yield does not imprcve the ability to estimate carrier damage,.
Therefore, the improved inflrence cdiagram of Fig. A-3 would
indicate damage per it and number of hits as tlLe two direct
influences c¢cn carrier damage, with weapon yield as 2 secondary
influence acting through damage per hit.

The interviewer nocw focuses on the factor "number of hits.”
He might be told that two factors, "emissions control posture,
(EMCON plar)" and "number of missiles penetrating defense" affect
"number of hits"™ and that "EMCON plan" also influences "numkter of
missiles penetrating."™ Figure A-4 summarizes this relationship
between "number of hits," "number of missiles penetrating," and
"EMCON plan." Because the interviewee states that "number of
hits" would depend on "EMCON plan" even if the number of missiles
penetrating were fixed, these relationships are examined further,

The interviewer now seeks to determine the mechanisms by
which "EMCON plan" affects "number of hits" and "number of
missiles penetrating,” searching in particular for independent
mechanisms. The interviewer asks for a pcssible intermediate
factor between "EMCON plan" and the direct link to "number of
hits."” The factor "missile accuracy"” is suggested as this
intermediate factor. It is explained that emissions control can
reduce effective missile accuracy by silencing emissions with
frequencies used for missile homing. The interviewer next probes
the relationship between "EMCON plan" and "number of missiles
penetrating the defense.” The factor "warning time for missile
attack" is identified to be ar intermediate variable between
"EMCON plan”" and "number of missiles penetrating defense."
Increased warning time of a missile attack decreases the number
of missiles penetrating because it increases the ranae at which
missiles are detected, thereby increasing interception

opportunities,




WEAPON FROM

YIELD AaTTACK
NUMBER
OF HITS

Figure A-2. Preliminary Influence Diagram. Mumber of hits,

weapon yilield, and damage per hit affects damace
from missile attack.

DAMAGE
PER HIT
WEAPON EAMAGE
YIELD FROM
ATTACK
NUMBER
OF HITS

Figure A-3. Refined Influence Diagram. Weapon vield affects

damage from attack exclusively through its effect
on damage per hit.
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MISSILES
PENETRATING
DEFENSE
NUMBER OF
HITS ON
CARRIER
EMCON
PLAN
Figure A-4. "EMCON Plan" Affects "Number of Hits" Directly, -

and Also Indirectly Through a Number of Missiles
Penetrating Deiense




Thus, these follcw-up guestions have revealec thet

emissions control affects "numker of hits”"™ through twoc entirely
different mechanisms--by providing missile terminal heming
frequencies and by influencing the task group ability to cdetect
missile attacks quickly. Figure A-S shows the refined influence
diagram shcwing these relationships.

In this illustrative interview, the interviewee did not
mention another important mechanism by which emissions control
affects "number of hits on carrier," the number of missiles
directed against the carrier. Task group emissions prcvide clues
to the identity of task group platforms, which permit an attacker
to concentrate his attack more effectively on the high valued
urit. A skillful interviewer who continued to probe for
additional mechanisms would likely unccver this factor either
later in this interview or in a subsequent ore.

2.2 FINAL PREPARATION FOR INTERVIEWS--CCNSULTATIONS WITH OPMNAV
AND NAVELEX NAVAL OFFICERS

Before beginning the interviews, DSA discussed the proposed
procedure with several Naval officers in OPNAV (CP-944) and
NAVELEX (PME-107).

These discussions with OPNAV and NAVELEX improved the
interview approach by suggesting a question orcer and specific
wordings that would seem natural to the interview subjects, but
which maintained the general interviewing sequence agreed upon
with SRI. The interviewing sequence resulting from these
consultations begins with two orienting guestions that review
standard operational situations requiring emissions centrol, and
then advances to other questions seeking the more detailed
information required for this project, The first question
reviews current doctrine. The second two focus on objectives,
Question four discusses possible alternatives to standard plars.
The last three guestions discuss important influences on
emissions control choice. The specific questions and

A-9




e s e i)

WARNING JUMBER OF MISSILES

TIME PEMETRATING AIR
DEFENSE
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NUMBER
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P0STURE on
CARRIER
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ACCURACY

Figure A-5. Influence Diagram Indicating that Emissions Control
ffects Number of Hits in Two Different Wavs--by
Providing Homing Frequencies and by Aifecting Task
Group Early Warning Time of Missile Attack
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representative answers are listed in Table A~l, These
DSA-supplied answers were cCevelcped pricr to the interviews,
They were intended to improve communications with the OPNAV and
NAVELEX advisors anrd are not intended to represent either the
answers that DSA thought most probable, or that DSA actually
cbtaired in the subsequent interviews.

A3 FIRST SET OF INTERVIEWS
Durirg the first set of interviews DSA ané SPI interviewed
Naval officers at the Naval Air Station, North Island, San Diego.

The interviews with these officers followed a format
similar to that outlined above, with digressions and elabocrations
that seemed promising durirg the conversations. Fach of the
interviews lasted between 30 minutes and an hour,

A.3.1 summary._of Ipterview_Coptert

These interviews were devised to focus on emissions control
problems as experienced by the interviewees. The subjects were
not told about the decision aid, nor were they told that the
purpose of the interviews was to further develcpment of a
decision aid/user interface,

The information provided by these officers reflected their
divergent specialized interests., There was very little
information duplicated in the interviews and no conflicting
opinions from the interviewees. Because the informatiorn obtained
during the interviews reflected different specialized interests,
the data prcved difficult to integrate.

The interviewees identified three basic emissions control
scenarios~-open ocean transit, during missile attack, and
information warfare, Table A-2 lists several objectives
identified as important in information warfare, and Table A-3
organizes the more cdetailed information obtained from these

interviews, This table reflects a significantly broader view of
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TABLE A-1

DSA~SUGGESTED INTERVIEW QUESTIONS
WITH ILLUSTRATIVE DSA-SUPPLIED ANSWERS

There exists today standard situations requiring
emissions control., What are these situations?

a. Sea lane protection.,
b. Power projection: 1low threat.
c. Power projection: nich threat.

For each situation there exists standard plans. What
is the principal objective of each standard plan?

Plans and objectives appropriate to the high threat
power projection scenario are:

a. All off: minimize effectiveness of enemy
passive surveillance.

b. All on: maximize task force surveillance
capability.

c. Deceptive EMCON to decoy targeting from the

high value unit. This plan would retain some
surveillance capability, but deny information
needed to identify the high valued unit,

In addition, in each situation adoption of an EMCON
plan means sacrificing certain other objectives.
What are these other conflicting objectives?

With the deceptive plan, the conflicting objectives
are:

a. Emissions present give away task group presence
and permit some passive surveillance by
potential attackers.

b. Emissions turned off degrade own force
communication and surveillance capabilities.

Are other EMCON plans possible which do not seriously
degrade the primary objective but significantly
improve performance on other objectives?

a. Tailor standard deceptive plan for enemy
surveillance resources, attack capabilities,
and assumed enemy level of intelligence.

b. Use blip enhancer to deny attacker ship size
information from active radar return. Position
low valued ships within the formation at
stations appropriate for the high valued unit,.
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What factors affect most critically the choice of &
good tracde-off plan?

For high threat power projecticn mission:

a, Enemy capability to evaluate information,
targeting doctrine, attack resources,

b. Own surveillance and defense resources,

How would one assess how each of these factors could
influence each of the conflicting objectives? What
other information is required to make such an
assessment?

The relationship between different factors and their

effect on task force survivability are diagrammed in
the following chart.
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How would you descrike the kinds and values of
planning factors needed to compute the consequences
of EMCON plan choice on each important objective?

Description of enemy surveillance capability:

Suspected enemy surveillance platforms, distance and
bearing from CV andé ESM capability.

1. BADGER 300 nmi  90° ESM type 3
2. SATELLITE CLASS A ESM type 1
3. SUBMARINE CLASS C 40 nmi 270° ESM type 6
4, DESTROYER CLASS B 80 nmi 759 ESM type 10
5. DESTROYER CLASS D 110 nmi  95° ESM type 10
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TABLE A-2

EMISSICNS CONTROL OBJECTIVES
IN INFORMATION WARFARE

Improve own force performance

1.

2.

3.

40

Maintain intelligence and coordination between

own forces,

Determine enemy threat and surveillance
resources.

Determine enemy maneuvers characteristic of a

mission,

Early warning of enemy attack.

Degrade enemy performance

l'
2.

Deny presence, task force size information.

Deny knowledge of formation indicative of

specific missions.

Deny specific targeting information.

——— -

* . . - . .
This list is compiled from answers volunteered during the first
set of interviews,




II.

III.

.
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TABLE A-3
SUMMARY OF INFORMATION ACQUIRED
DURING THE FIRST SET CF INTERVIEWS

INFORMATION WAREARE

U.S. information independent of U.S. EMCON posture--no
information revealed. ]

A. Non-task-group sources.
1. P-3 shore-based.
2. External message traffic.
B. Task group - submarine,
C. Passive systems focused on enemy.
1. Communication monitoring.
2. ESM directed against enemy active systems.
a. Ducting - atmospheric profile,
b. Clutter on screen from all sources.
3. Passive on passive systems.
a. IR,

U.S. information independent of U,S. EMCON posture. Gives
away presence of carrier only. Free if carrier presence
already known,

A, E-2 radar. ]
B. s-3.
U.S. information to be gained by own resources. ]
A, Resources,

1. Shipboard radars.

2, Approach radars.

3. HFDF.
B. Coordination of own resources.

1, Communication. UHF limited to line-of-sight.

Requires close formation,
2, NTDS.
3. Mutual interference of search radars.

Information available to threat independent of U.S. EMCON
plan.

A. Visual.
1, Cloud cover - density.




B. Information difficult to know.

C e e e s -

1. Material condition of radars.
V. Threat capability to gather information.
_ A, Threat surveillance resources.
% 1. Aircraft.
¥ 2, Submarine.
% B. ESM capability.
f 1. Atmospheric profile.
C. U.S. countermeasures,
1. Blip enhance.
2. Deception with vans.

VI. Value of information,

A, Enemy attack effectiveness.
1. Threat resources,
a. Submarine threat.
2. Tactic effectiveness.
a. Attacker can tailor flicht to atmospheric
conditions.
B. U.S. defense effectiveness,
1, Against air threat.
a. Defense in depth.
b. Mutual defense.
2. Submarine threat defense,
QCEAN_TRANSIT
I. Optimum transit route.

II. EMCON doctrine,

A, Operate commercial radars only.
EMCON_DURING_AIR_ATTACK
I. Enemy attack effectiveness,
A, Threat resources.
1. Anti-radiation missiles.
II. U.S. defense.
A, Resources.
1, Fire control radars.
B. Posture.
1. EA6B can saturate screen,
2. Open formation--avoids interference of radars

and screen clutter,
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emiscicrs cocntrol requirements than is represerted by the aid,

The ccntext for emissicns centrcl was broacdened frem emiscsicns

coentrcl feor task force cdefernse to information werfere in ceneral.

Cf the seven ckiectives for emissions control menticned by these
officers, crly the ctiectives cof previding early warning of eremy y
attack and of denying specific tarceting information are

addrecssed by the decisior aicd.

The kinds of plans and the criteria for evaluating
emissicns contrel plars differ consicderakly for the three basic
scenario types. In open ocean transit the primary okjective is
toc avoic¢ being detectec. 1In this scenaric, emissions control
plans frequently emphacize silence., In the information warfare
scenario, the task group has been cdetectec. Both C.S. and
adversary forces are attempting to geain an information advantage
in pre-engagement jockeying., The third context for emissions
control is during an &ir attack., In this situation the adversary
missiles have been targeted, and emissions control concerns
silencing emissions exploitable for missile terminal homing,

Because the decision aid supports emissions ccntrol
planning only in the information warfare scenaric, the interview
questions focuseé on emissions contrel feor information warfeare.
Even in this area the aid did not ccnsicer mcst of the factors
thought to be important during the interviews. For examgple, the
aid assumes that all information acqguired bty the task group
commander derives from tactical sensors. lLong-range surveillance
and intelligence sources are not mocdeled. 1In the interviews
long-range sensors are identified as extremely important sources
of information. In the aid adversary information needed for
targeting is acquired from radars and ESM, and U.S. warning of an
attack is provided solely by task group radars.

A.3.2 Ipformation Warfere IJonfluepce Diagrap
Figure A-6 is the information warfare influence diagram '

constructed after the first set of interviews. Thre two large
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Figure A-6. Influence Diagram Summarizing Results From First
Set of Interviews
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circles indicating adversary and friencly informatior are central
to information warfere. In this diagram, érawn to hichlicht
emissions contrel, all information sources that influence the
overall Blue or Crange information states are clacssified by
whether they cdepend on the emissicns control posture or whether
they are cbtained incependent of this posture.

During these interviews, one Naval officer succinctly
summarized what irformetion would be most useful tc a plarner
making information warfare decisions. 1In his cpiniorn, the most
important information neececC to evaluate the consequences cf an
emissions control plan are, first, the information already
available to an adversary and second, the chance that an event
will occur that the task aroup must know about., This opinicn
strongly affected the design of this influence diagram.

A.3.3 Qverview_of Benefits from First Found of Ipterviews

These first series of interviews were extremely important
to the development of the decision aid interface. They pointed
out that emissions control is only one part of information
warfare, and that the decision aid is an information warfare
tool. They identified many previously overlooked factors
important in information warfare, and indicated which of these
would be most useful to include in the aid. TPerhaps most
important, the interviews indicated how the aid could serve to
integrate the diverse factors affecting information warfare.

These interviews alsc suggested that the aid could help
relate the output from other MNavy C3 systems to mission
objectives, For example, one of the Naval officers being
interviewed observed that many of the factors important in
predicting the likely effectiveness of U.S. search radars were
modeled in the Integrated Refractive Effects Predictior System
(IREPS) developed at NOSC and currently being evaluated abocard
the Kitty Hawk. This system models the environmental effects on

radar detection capability in considerably more detail than in
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the aic itself. 1Its output is & detection rarge of zr incivicdual
racdar acainst a threat with a given velocity, altitude, and crose
section. Because the aid combines the outputs from irncdividual
radars tc display an overall surveillance capability for the
erntire set of active search racars, the aid could accept as
inruts the output of IREPS. The aid could then process these
IFFPS outputs to compute the racdar ccverage from the entire set
of task group radars and could estimate the implications of this

coverece to missior objectives.

A4 THE FOLLCW-UP REFINING INTERVIEW

Several months after the first set of interviews, ard after
the information from those interviews haé been assessed, DSA had
the opportunity to interview the electrorics warfare officer for
a carrier group. As a member of the carrier group commander's
staff, the task croup electronics warfare officer ic resporsitle
for recommending the overall emissions control posture for a task
group. Since he is concerned with the security of the entire
task aroup, his evaluations of emissions control postures would
inclucde the kinds of factors that the aid ccrnsiders. BHis
responsibilities contrast markedly with those of the ship
electronics warfare officer, who is concerned primarily with the
operations of one ship rather than with overzll task group
coordination.

A.4.1 structure of the Follow-up_lbnterview

Unlike the earlier interviews that were not restricted to a
single class of emissions control scenario, this interview
focused exclusively on emissions control in information wérfare.
The interview structure itself was significantly altered. Rather
than asking the series of guestions suggested during the

preparations to the first interview, this interview sought




comments and ccrrections to the influence diagram cdeveloped after

the first set ¢f interviews.

Figure A-7 displéeys the seguence cf influence diacrams
presentec¢ at the start of the interview. Each succeeding diagram
contains more detail than the rreceding one, augmenting its
predecesscr either by incdicating where zéditicral informetior
would ke addec or by the content of this additiorél information.
Althouoh the interviewee wee invited to commert or each ¢f these
dizqgrars, he correctec cnly the final mcest ceorplete disgram, Ey
the time the finel diezgoram wes cthcwn, he had an excellert
uncerstanding of how DSA viewed emissions contrel for inforraticn
warfare arc could present his (wn views efficiently by sugcgesting
changes to the DSA diagram.

A.4.2 Bipal_Icfluerce Diagram_for Irformatior Werfare

Figures A-8a-d are the nrew influence diacrams that
integrate the information obtained in the finel interview with
the information obtained earlier. More ipnformation was obtained
in the interviews than is shcwn in these diagrams, but mary of
these details are not included because they are classified.

Unlike the preliminary cdiagram, this one emrhasizes the
symmetry in information warfare, BRoth Blue ard Crange are
chocsing informatior warfare tactics, including emissions
control., Both are ccncerned with acquiring maximum informaticn
about the ecversery while conveying minimurm informetion about
itself., Therefore, this diagram emphasizes that Crange emissicns
can affect the informatior states and outcomes as much as cer
Blue emissions., Eecause the Blue ericssions posture is a decisicn
alterrative for Blue, they are represented by a box. Since in
Blue's perspective the Orange emissions posture is a Blue

plarring uncertainty, this posture is rerresented bty a circle.
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Figure A~7. Use of Influence Diagrams in Final Interview.

These diagrams were presented sequentially to
communicate DSA view of emissions control in
information warfare.
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Figure A-3b. Detail of Orange Information From Revised
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Defense Against Suprise Attack

A-32




The svmmetry of Blue aré Crance informaticn warfeare tactics
irplies a correspending symnetry tc the Elue ar¢ Crange
inforraticrn scurces. Both sicdes receive irnferrneaticn cependent on
their cwn EMCCL state btut inceperdent of ecdversary EFCON posture,
Eotlh sides receive irformation that depends on the adversary
emissicns but rct ¢r their cwr, anc kctl sices receive scre
information that cdeperds neither on their owr erissions posture
nor on their acdversa:ry's emissiors pcsture,

Figures A-8b, ¢, and d display additicnal deteil in the
influerce diecrars, The informaticr indepercert of emissicrs
includes historical knowledue of usual doctrine, informaticn
abcut prcketle missior cbjectives, krcwledge abcout ship orders of
battle, backoround information about which ships are likely to be
in the task c¢revp, intellicence cerived from fumar sources, ard

visual sightings.

The information cbtaired¢ from Cranue pascsive &sccets Cerives
from Blue emissions, including both controlled emissicne such as
search radars, as well &s those that @re normally nct
controllable sucl. as infrared radiations from ship hulls.

Fassive strveillarce sensors are divicded intc two graeups,
tactical sensors within a few hundred miles of the task group,
anc long-rarnge senscrs possibly thousands of miles away.
Reflectirc Favy operaticns, tactical rassive sensors are
clascified Lty their platforms. The diacrar e&lso indicates that
the effectiveness of all passive systems depends on the

envirorment.

The diagram detailirg factors influercing Flue infermeticn
is similar to the previous cnhe summarizing sources of Creénce
informatior. Cf course, tbhe actual influences pertinent in any
particular scenario would likely be significantly different for
Crance arc Blre, arc¢ the capabilities of the different
information sources would be very different., Nevertheless, in

tlese general diagrars, the different kinds of charnels for
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receivicrg irformeticr ore 1eerly the serne for the two

acversaries,

The finel detailed influerce CGiecren reletes the Flue ard
Crance informatior states to one perticuler informaticr warfere
missior cbiective, task g¢rcoup deferce from ¢ possible surprice
itteck, TLefense acainst a surprise etteck is crly one cbiective
¢f eriseicrs ccrtiol erd informaticn werfere, Tt jg ret, cf
course, the crnly cbjective ncr ig it even the most likely cnre,
Rztker, it is included here to illustrate how the information
possessed by Blue and Orange forces can be related to a larger
objective. Similar influence diagrams could be constructed for
other likely objectives of information warfare, such as diverting

adversary forces from defense of a hostile target.

a.5 MODIFICATION OF INFORMATION WARFARE INFLUENCE DIAGRAM FOR
AID INTERFACE

The information warfare influence diagrams developed after
the last interview were not sufficiently directed to EWAR
applications to use directly in the aid interface. This
interface required a design that conveyed overall aid
architecture, that showed the relationships between influencing
factors and aid outputs, and that could help the aid user
calculate needed parameter values and perform desired sensitivity
analyses. Therefore, the information obtained in these
interviews was reformatted for the aid interface.

The following section describes the interface diagrams in
detail. Those diagrams differ from the final information warfare
diagram by de-emphasizing the fundamental symmetry in information
warfare, by de~emphasizing factors of little concern to the
emissions control applications, and by adding detail needed for
aid calculations,

As an example of the symmetry decrease in the aid, the
factor "Orange Emissions" in the general information warfare
diagram is, for the aid interface, limited to include only
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emissions from possible hostile missiles or missile launch
platforms. Blue emissions, on the other hand, inciude only
tactical radars that can convey information about the task group
disposition or which can help detect attacking Orange missiles.
The Crange information from passive surveillance is limited to
information pertinent to task group detection, localization, and
classification. COrange information obtained from Blue attack
missiles is not included in the aid interface because the aid is
not concerned with Blue emissions control plans appropriate for
an attack on Orange, .

The aid interface de-emphasizes other information not
central to the aid functions. 1In particular, the items
"Historical," "Humint" (Human Intelligence), and "Visual" are not
explicitly included in the aid interface. The information
associated with these factors appears in the aid data base and in
the factor "Current Orange Beliefs." On the other hand, the
interface does include some factors important to the aid that are
not explicitly included in the more general diagram, For
example, the aid interface explicitly includes Orange beliefs
about Blue doctrine, such as whether the Blue high value units
are normally in the task group center or whether Blue normally
selects emissions control postures that de-emphasize the high

value units.

Finally, the aid interface differs from the general
influence diagram by adding details needed for aid calculations.
For example, the aid interface diagram includes factors for
sensor sensitivities, missile radar cross sections, and radar
antenna height. Such details would clutter a general diagram
intended to show important relationships between variables. In
the aid interface they inform the user both of what kind of data
is needed for its calculations and also how that data affects the
outcome displays.




A.6 SUMMARY OF INTERVIEWS

The interviewing procedure adapted from the SRI decision
aid and refined further by advice from OPNAV and NAVELEX officers
seemed to work very well, It proved to be an efficient way for
DSA to acquire the information required for the interface
diagram, The influence diagrams, although lacking the detail
that would be required in a classified survey of information
warfare, contained enough detail for the desired user interface.
The structure of the influence diagrams reflected the way Naval
officers, involved with emissions control planning, structure
this environment and fd%ilitated an interface design with a
structure that would seem natural to aid users, Perhaps mcst
important, the interviews identified those areas in which the aid
must be strengthened for its operational adoption and also
indicated how the aid could interact with other shipboard
systems.
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